LAS VIRGENES MUNICIPAL WATER DISTRICT
4232 Las Virgenes Road, Calabasas, CA 91302

AGENDA
REGULAR MEETING

Members of the public wishing to address the Board of Directors are advised
that a statement of Public Comment Protocols is available from the Clerk of
the Board. Prior to speaking, each speaker is asked to review these protocols
and MUST complete a speakers' card and hand it to the Clerk of the Board.
Speakers will be recognized in the order cards are received.

The Public Comments agenda item is presented to allow the public to address
the Board on matters not on the agenda. The public may present comments
on any agenda item at the time the item is called upon for discussion.

Materials prepared by the District in connection with subject matter on the
agenda are available for public inspection at 4232 Las Virgenes Road,
Calabasas, CA 91302. Materials prepared by the District and distributed to the
Board during this meeting are available for public inspection at the meeting or
as soon thereafter as possible. Materials presented to the Board by the public
will be maintained as part of the records of these proceedings and are
available upon written request to the Clerk of the Board.

5:00 PM June 26, 2018

PLEDGE OF ALLEGIANCE

1 CALL TO ORDERAND ROLL CALL
2 APPROVAL OF AGENDA
3 PUBLIC COMMENTS

Members of the public may now address the Board of Directors ON MATTERS NOT
APPEARING ON THE AGENDA, but within the jurisdiction of the Board. No action
shall be taken on any matter not appearing on the agenda unless authorized by
Subdivision (b) of Government Code Section 54954.2



A

CONSENT CALENDAR

List of Demands: June 26, 2018 (Pg. 5)
Ratify

Minutes: Regular Meeting of June 12, 2018 (Pg. 36)
Approve

Request to Award Annual Purchase Orders (Pg. 46)

Authorize the General Manager to issue annual purchase orders, in the specified
amounts, to the vendors listed in Table 1 below for the period of July 1, 2018
through June 30, 2019; and authorize a 45-day extension, in the additional
amount of $6,000, for an existing purchase order with Vince Barnes Automotive.

Fiscal Year 2018-19 Salary Resolution: Adoption (Pg. 49)

Pass, approve and adopt Resolution No. 2537, establishing salaries for
employees.

RESOLUTION NO. 2537

ARESOLUTION OF THE BOARD OF DIRECTORS OF LAS VIRGENES
MUNICIPAL WATER DISTRICT ESTABLISHING SALARIES FOR
EMPLOYEES

(Reference is hereby made to Resolution No. 2537 on file in the District’s
Resolution Book and by this reference the same is incorporated herein.)

ILLUSTRATIVE AND/OR VERBAL PRESENTATION AGENDAITEMS

A 60th Anniversary Recognition of Partner in Service: Las Virgenes
Enterprise

B Legislative and Regulatory Updates

C Water Supply Conditions Update

TREASURER

FACILITIES AND OPERATIONS

A

Pure Water Demonstration Project: Equipment Procurement (Pg. 56)

Waive the formal bidding requirement and authorize an informal,
competitive process for procurement of the treatment equipment for the Pure
Water Demonstration Project.

Tapia SCADA System Upgrade: Request for Proposals (Pg. 59)

Authorize the issuance of a Request for Proposals to develop plans and
specifications for the Tapia SCADA system upgrade using either Rockwell
Automation PLCs with the Schneider Wonderware HMI or Schneider Modicon
PLCs with the Schneider Wonderware HMI.



8 RESOURCE CONSERVATION AND PUBLIC OUTREACH

A Resolution in Support of the Water Supply and Water Quality Act of 2018 (Pg. 105)

Pass, approve, and adopt Resolution No. 2536, expressing support for the
Water Supply and Water Quality Act of 2018.

RESOLUTION NO. 2536

A RESOLUTION OF THE BOARD OF DIRECTORS OF LAS VIRGENES
MUNICIPAL WATER DISTRICT IN SUPPORT OF THE WATER SUPPLY
INFRASTRUCTURE, WATER CONVEYANCE, ECOSYSTEM AND
WATERSHED PROTECTION AND RESTORATION, AND DRINKING
WATER PROTECTIONACT OF 2018

(Reference is hereby made to Resolution No. 2536 on file in the District's
Resolution Book and by this reference the same is incorporated herein.)

B Celebration of District's 60th Anniversary: Title Sponsorship of Reyes
Adobe Days (Pg. 109)

Authorize participation in Reyes Adobe Days, held from October 11 through 14,
2018, as a title sponsor, in the amount of $10,000.

9 INFORMATION ITEMS
A Los Angeles County Safe, Clean Water Program Funding Measure (Pg. 111)

B Community Choice Aggregation: Clean Power Alliance (Pg. 115)

10 NON-ACTIONITEMS

A Organization Reports

(1) MWD Representative Report

(2) Other
B Director's Reports on Outside Meetings

C General Manager Reports

(1) General Business

(2) Follow-Up ltems

D Director's Comments

11 FUTURE AGENDAITEMS
12 PUBLIC COMMENTS
Members of the public may now address the Board of Directors ON MATTERS NOT



APPEARING ON THE AGENDA, but within the jurisdiction of the Board. No action
shall be taken on any matter not appearing on the agenda unless authorized by
Subdivision (b) of Government Code Section 54954.2

13 CLOSED SESSION

A Conference with District Counsel - Anticipated Litigation (Government
Code Section 54956.9(d)(2) and (e)(3): EEOC Complaint

14 OPEN SESSION AND ADJOURNMENT

Pursuant to Section 202 of the Americans with Disabilities Act of 1990 (42 U.S.C. Sec. 12132), and applicable federal
rules and regulations, requests for a disability-related modification or accommodation, including auxiliary aids or
services, in order to attend or participate in a meeting, should be made to the Executive Assistant/Clerk of the Board in
advance of the meeting to ensure availability of the requested service or accommodation. Notices, agendas, and public
documents related to the Board meetings can be made available in appropriate alternative format upon request.
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ITEM 4B

LAS VIRGENES MUNICIPAL WATER DISTRICT
4232 Las Virgenes Road, Calabasas CA 91302

MINUTES
REGULAR MEETING

5:00 PM June 12, 2018

PLEDGE OF ALLEGIANCE

The Pledge of Allegiance to the Flag was led by Lynda Lo-Hill.

1. CALL TO ORDER AND ROLL CALL

The meeting was called to order at 5:00 p.m. by Board President Peterson in the Board
Room at Las Virgenes Municipal Water District headquarters at 4232 Las Virgenes Road,
Calabasas, CA 91302. Josie Guzman, Clerk of the Board, conducted the roll call.

Present: Directors Charles Caspary, Len Polan, Glen Peterson, and Lee Renger.
Absent: Director Jay Lewitt
Staff Present: David Pedersen, General Manager
David Lippman, Director of Facilities and Operations
Joe McDermott, Director of Resource Conservation and Public Outreach
Don Patterson, Director of Finance and Administration
Josie Guzman, Clerk of the Board
Wayne Lemieux, District Counsel

2. APPROVAL OF AGENDA

General Manager David Pedersen asked the Board to consider adding an item to the
agenda for Closed Session, Anticipated Litigation, pursuant to Government Code Section
54956.9(d)(2) and (e)(3). He stated that the need to add the item arose after the agenda
was posted and action was required prior to the next Regular Board Meeting.
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Director Renger moved to add the Closed Session item and approve the agenda as
amended. Motion seconded by Director Polan. Motion carried by the following vote:

AYES: Caspary, Peterson, Polan, Renger
NOES: None

ABSTAIN: None

ABSENT: Lewitt

PUBLIC COMMENTS

None.

CONSENT CALENDAR

Board President Peterson noted that a letter was submitted by Armorcast Products
Company for Item 4E requesting that the award of water utility boxes and covers be
denied due to concerns with the proposed plastic meter boxes. He also noted that a letter
was submitted from Indian Hills Mobile Home Village for Item 4F, which included
additional information regarding the contractor who installed the new pressure regulator
equipment. Director Caspary asked to pull ltem 4E for discussion.

A List of Demands: June 12, 2018: Ratify

B Minutes: Regular Meeting of May 22, 2018: Approve

C Directors’ Per Diem — May 2018: Ratify

D Monthly Cash and Investment Report — April 2018

Receive and file the Monthly Cash and Investment Report for April 2018.

F Claim by Indian Hills Mobile Home Village, et al.

Deny nine claims from the Indian Hills Mobile Home Village and residents.

G Renewal of Dog Park Agreement with the City of Calabasas

Execute an Agreement for the Management of the Dog Park on District Property with
the City of Calabasas, in the amount of $1 annually, with expiration of a five-year

term on September 30, 2023.

Director Polan moved to approve the Consent Calendar as amended. Motion seconded
by Director Caspary. Motion carried by the following vote:

AYES: Caspary, Peterson, Polan, Renger
NOES: None
ABSTAIN: None
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ABSENT: Lewitt

CONSENT CALENDAR - Separate Action ltem

E Water Utility Boxes and Covers: Award

Accept the bid from Dangelo Company and authorize the General Manager to issue
a one-year purchase order, in the amount of $68,427.65, with four one-year renewal
options.

Director Caspary inquired whether staff had investigated Armorcast Product Company’s
(Armorcast) concerns with the proposed plastic meter boxes. Darrell Johnson, Customer
Service Supervisor, responded that staff had not contacted other agencies regarding the
claims submitted by Armorcast on concerns with plastic meter boxes; however, the H-20
rated boxes were selected due to their higher traffic rating and ability to reduce injuries to
employees from lifting. Don Patterson, Director of Finance and Administration, added that
the Request for Proposals required the supplier to provide independent verification of
meeting the H-20 standards set by the American National Standards Institute Society of
Telecommunication Engineers. He noted that the respondent to the Request for
Proposals provided independent verification that their boxes met the specified standards.
He also noted that Armorcast did not submit a proposal.

Director Caspary moved to approve Item 4E. Motion seconded by Director Renger. Motion
carried by the following vote:

AYES: Caspary, Peterson, Polan, Renger
NOES: None

ABSTAIN: None

ABSENT: Lewitt

ILLUSTRATIVE AND/OR VERBAL PRESENTATION AGENDA ITEMS

A Legislative and Regulatory Updates

Joe McDermott, Director of Resource Conservation and Public Outreach, presented the
report. He noted that SB 623, the water tax/budget trailer bill, was not included in the
Governor’'s budget; however, the bill could move forward as a standalone bill with no
appropriation. He reported that on May 31st, Governor Brown signed SB 606 and AB
1606 related to Making Conservation as a California Way of Life. He stated that staff
would bring back information regarding how these new laws would impact the District’s
20 percent by 2020 mandate and District operations. He also reported that SB 998,
Discontinuance of Residential Water Service, moved to the Assembly Committee on
Environmental Safety and Toxic Materials. He noted that letters in opposition were sent
to Senator Stern and Assemblymember Bloom, and copies of the letters were provided
to the Board. He also reported that AB 2050, the Small Water System Authority Act,
moved to the Senate with minor amendments. He reported that Senator Kamala Harris
introduced federal legislation for the Water Affordability Act of 2018, which would include
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a program for low-income sewer and water assistance and award grants to water
agencies. He noted that the Association of California Water Agencies (ACWA) supports
this bill.

B Water Supply Conditions Update

Joe McDermott, Director of Resource Conservation and Public Outreach, presented the
report.

C Las Virgenes Municipal Water District Comprehensive Water Conservation
Plan Fiscal Years 2018-19

Receive and file the Comprehensive Water Conservation Plan (CWCP) for Fiscal
Years 2018-20, and provide feedback to staff for potential refinements to the CWCP.

Dave Roberts, Resource Conservation Manager, presented a PowerPoint presentation.
He noted that he and Mike McNutt, Public Affairs and Communications Manager, met
with staff from the City of Beverly Hills regarding its high water use account review and
one-on-one customer consultation program. He responded to questions regarding the
effectiveness of the City of Beverly Hills’ program in reducing individuals’ water usage
through personal outreach to property house managers, tenants, and homeowners. He
also responded to a question regarding the basis of the data used in developing the
criteria for Options 1, 2 and 3 for the Weather Based Irrigation Controller (WBIC) program
by stating that the data was based on staff’'s experience. He stated that staff would provide
an update after the WBIC program is implemented. He also responded to a question
regarding the selection of the WBIC supplier by stating that staff would seek a WBIC that
has a flow meter associated with it to determine how much water is used indoors as
compared to outdoors.

Director Caspary inquired regarding the number of rain barrels given away to customers.
He noted that he had previously suggested reaching out to customers who were given
rain barrels to determine whether they continue to use them, and if not perhaps give them
to someone else. Dave Roberts, Resource Conservation Manager, responded that
approximately 350 rain barrels were given away in 2016 and MWD gave away
approximately 50 rain barrels the previous five years. He stated that staff could include in
the outreach program to reach out to the customers who received rain barrels to
determine whether or not they are being used, and if not they could be repurposed. He
also noted that staff is looking to select more aesthetically-pleasing barrels.

A video entitled “Southern California Inland Native Garden”, depicting the use of native
plants for landscaping, was presented to the Board.

Director Renger moved to receive and file ltem 5C. Motion seconded by Director Caspary.

A discussion ensued regarding staff obtaining copies of other agencies’ staff reports on
turnkey WBIC programs to see what issues they faced and learn from their experience.
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Another discussion ensued regarding the proposed WBIC program and the need for
customers to have WIFI access so that information could be transmitted to their
smartphone or computer.

Motion carried by the following vote:
AYES: Caspary, Peterson, Polan, Renger
NOES: None

ABSTAIN: None

ABSENT: Lewitt

TREASURER

Director Renger stated that the Treasurer’s report was in order.

GENERAL MANAGER

A Unrepresented Employees Compensation

Authorize the General Manager to execute revisions to the Management Handbook
and to implement a 3.5 percent increase to base salaries for unrepresented
employees.

General Manager David Pedersen presented the report.

Director Caspary moved to approve Item 7A. Motion seconded by Director Polan.

A discussion ensued regarding the amount of time off given by other agencies for jury duty
service and concerns with granting unlimited time off for jury duty service.

Director Caspary moved to amend the motion to include that up to 240 hours per fiscal
year be granted for jury duty service. Motion seconded by Director Renger.

Motion carried by the following vote:
AYES: Caspary, Peterson, Polan, Renger
NOES: None

ABSTAIN: None

ABSENT: Lewitt

Board President requested that consideration for a "most favored nation" clause be given
for this group in the future.

FINANCE AND ADMINISTRATION
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A Approval of Memoranda of Understanding with Management and the
Supervisor, Professional, and Confidential Units: June 1, 2018 through
December 31, 2018

Authorize the General Manager to execute Memoranda of Understanding with the
Management Unit and Supervisor, Professional, and Confidential Unit for a term of
June 1, 2018 through December 31, 2018.

General Manager David Pedersen presented the report. He noted typographical errors in
Article 6 Compensation in both MOUSs, which should indicate that they would be effective
the first pay period in June 2018.

Director Renger moved to approve Item 9A as amended. Motion seconded by Director
Caspary. Motion carried by the following vote:

AYES: Caspary, Peterson, Polan, Renger
NOES: None

ABSTAIN: None

ABSENT: Lewitt

9. RESOURCE CONSERVATION AND PUBLIC OUTREACH

A State Water Supply Infrastructure, Water Conveyance, Ecosystem and
Watershed Protection and Restoration and Drinking Water Protection Act of
2018

Receive an oral presentation and direct staff to return to the Board with a resolution
supporting the State Water Supply Infrastructure, Water Conveyance Ecosystem
and Watershed Protection and Restoration and Drinking Water Protection Act of
2018.

Joe McDermott, Director of Resource Conservation and Public Outreach, presented the
report. He responded to a question regarding whether grants or loans would be funded
from this bond by stating that grants would be funded for recycling projects, which would
be administered by the State Water Resources Control Board (State Board). He noted
that the State Board would seek a minimum 50 percent match.

Director Polan moved to approve Item 9A. Motion seconded by Director Renger. Motion
carried by the following vote:

AYES: Caspary, Peterson, Polan, Renger
NOES: None

ABSTAIN: None

ABSENT: Lewitt

10. NON-ACTION ITEMS
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A Organization Reports
(1) MWD Representative Report/Agenda(s)

Board President Peterson noted that the Colorado River Board would meet on June 13th
to elect a new Chair. He reported that he attended the MWD Board meeting earlier in the
day, and noted that Board Member Mark Gold objected to Congressman Ken Calvert and
Congressman David Valadao’s riders in the draft spending budget related to exempting
the California WaterFix from judicial review. He also noted that Board Member Gold
requested an agenda item for the MWD Board to take a position on this matter; however,
a majority of the Executive Committee would need to support taking a position. He also
reported that the MWD Board approved payment in the amount of $708,800 to support
the Colorado River Board for the coming fiscal year.

(2) Other

Director Caspary reported that the Santa Monica Bay Restoration Committee and the
Watershed Advisory Council would meet on June 21st to review the Work Plan for the
Bay Restoration Project. He noted that the Environmental Protection Agency mandated
several changes to the plan, and there are competing interests who want to have funds
dedicated to the Ballona Wetlands Restoration or some other restoration project. He
noted that Proposition 84 provided grant funds for environmental restoration projects,
and the California Coastal Conservancy determined that several project would not be
able to meet the deadline to use those funds. He stated that these grant funds would be
repurposed and identified for other projects. He also stated that subsequently it was
determined that Proposition 50 funding included the same sunset issue as Proposition
84, and the California Coastal Conservancy would need to provide notice that
Proposition 50 funds will become available.

B Director’s Reports on Outside Meetings
None.
C General Manager Reports

(1) General Business

General Manager David Pedersen reported staff had followed up on Proposition 12
funding and found that projects anticipated to receive those funds would not meet the
deadline. He noted that staff discussed Proposition 12 guidelines and proposed
submitting a grant application for the Pure Water Demonstration Project and a grant
application for the Summertime Compliance Nitrogen Removal Project at the Tapia Water
Reclamation Facility. He also stated that staff would follow-up on Proposition 50 and
Proposition 84 funding. He further reported that approval was received today for the
required flow augmentation to Malibu Creek, which would begin later in the week to trim
the flow in Malibu Creek up to 2.5 cubic feet per second (CFS).

(2)  Follow-Up Items
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11.

12.

13.

D Directors’ Comments
None.

FUTURE AGENDA ITEMS

Board President Peterson requested an item to discuss a tribute to recognize former
Director Hal Helsley. He noted that Director Helsley served on the Board for 20 years and
he implemented the composting plant. Director Renger suggested also discussing taking
part in the grove that will be planted at King Gillette Ranch.

PUBLIC COMMENTS

Jason Schulz, resident of the Indian Hills Mobile Home Village, stated that he understood
the developer would be responsible for his claim and inquired whether he could expect to
be contacted by the developer. David Lippman, Director of Facilities and Operations,
responded that either the developer or the contractor would contact Mr. Schulz. He noted
that staff spoke with the developer’s representative who is working with their contractor to
accept the responsibility. He also noted that the developer assured staff they had withheld
payment to their contractor to cover the cost of the claims.

Mr. Schulz spoke in support of all District employees being provided the same amount of
time off for jury duty service. He also inquired whether the residents of the Indian Hills
Mobilehome Village would be eligible for the District's water conservation programs.
General Manager David Pedersen responded that staff would follow-up with Mr. Schulz.
Board President Peterson suggested that Mr. Schulz visit the bewaterwise.com website
for water conservation information.

CLOSED SESSION

Added Item:

Conference with District Counsel - Anticipated Litigation (Government Code
Section 54956.9(d)(2) and (e)(3): EEOC Complaint

A Public Employee Performance Evaluation (Government Code Section 54957):
Title: General Manager
B Conference with Labor Negotiators (Government Code Section 54957.6):

Agency Designated Representatives: Las Virgenes Municipal Water District
Board of Directors

Unrepresented Employee: General Manager
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14.

The Board recessed to Closed Session at 6:21 p.m. and reconvened to Open Session at
6:44 p.m.

For the added Closed Session ltem related to Anticipated Litigation, District Counsel
Wayne Lemieux reported that the Board authorized the General Manager and District
Counsel to proceed.

There was no reportable action for Closed Session Item 13A.

For Closed Session Iltem 13B, Director Caspary moved to authorize the Board President
to sign an amendment to the General Manager's employment agreement reflecting a
salary of $280,000 annually, effective at the beginning of the next pay period. Motion
seconded by Director Polan. Motion carried by the following vote:

AYES: Caspary, Peterson, Polan, Renger
NOES: None

ABSTAIN: None

ABSENT: Lewitt

OPEN SESSION AND ADJOURNMENT

Seeing no further business to come before the Board, the meeting was duly adjourned at
6:45 p.m.
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ATTEST:

JAY LEWITT, Secretary
Board of Directors
Las Virgenes Municipal Water District

(SEAL)

LVMWD Regular Meeting
June 12, 2018

GLEN PETERSON, President
Board of Directors
Las Virgenes Municipal Water District
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ITEM4C

June 26, 2018 LVMWD Regular Board Meeting
TO: Board of Directors
FROM: Finance & Administration

Subject: Request to Award Annual Purchase Orders

SUMMARY:

Annual purchase orders provide staff with flexibility when responding to operation and
maintenance related matters that are of a routine and frequent nature.

RECOMMENDATION(S):

Authorize the General Manager to issue annual purchase orders, in the specified amounts, to
the vendors listed in Table 1 below for the period of July 1, 2018 through June 30, 2019; and
authorize a 45-day extension, in the additional amount of $6,000, for an existing purchase
order with Vince Barnes Automotive.

FISCAL IMPACT:

Yes

ITEM BUDGETED:

Yes

FINANCIAL IMPACT:

The total cost of the purchase orders requiring Board approval is $318,000. The amounts are
based on historical activity and projected business needs. Sufficient funds are available in the
adopted Fiscal Year 2018-19 Budget.

DISCUSSION:

Maintenance, laboratory, construction and fleet functions require staff to be able to immediately
select vendors who can respond to a variety of situations, including unexpected and
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emergency work, throughout the year. Staff regularly seeks and screens for the most
qualified and cost-effective vendors to provide the necessary services using the following
criteria to evaluate potential vendors:

¢ Pricing

e Response time

e Capabilities and staffing

e Quality of services provided

The District's updated Purchasing Code calls for a competitive process at least once every
five years for all annual purchase orders and contracts. Staff is accomplishing the objective
over a five-year period that began in Fiscal Year 2016-17. Each year, 20% of the purchase
orders from the original list are reviewed through a competitive process. After five years, all of
the annual purchase orders, previously approved by the Board annually, will have been
reviewed through a competitive process, and will continue to be reviewed at least once every
five years. The list of purchase orders requiring Board approval for Fiscal Year 2018-19 totals
$312,000.

A competitive process is currently underway for automobile service and maintenance. As a
result, staff recommends a 45-day extension, in the additional amount of $6,000, to the
existing purchase order with Vince Barnes Automotive, pending completion of the process.
Upon selection of a new vendor, staff will recommend Board approval of the purchase order
for automobile service and maintenance.

Below is a listing of the proposed vendors, purchase order amounts and a brief description of
the service or material to be provided for the annual purchase orders requiring Board approval.

Table 1:
Supplier Name Line Description Amount
HACH COMPANY I(_:iatlrr;trumentatlon and $ 85,000
WECK LABORATORIES, INC. Lab Services $ 65,000
CED CONSOLIDATED . .
ELECTRICAL DIST Electrical Supplies $ 60,000
WEST COAST AIR :
CONDITIONING HVAC Maintenance $ 52,000
AQUATIC BIOASSAY & Toxicity Testing, Bio $ 50.000
CONSULTING Monitoring ’

$ 312,000

GOALS:

Ensure Effective Utilization of the Public's Assets and Money
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Prepared by: Gretchen Bullock, Purchasing Supervisor
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ITEM4D

June 26, 2018 LVMWD Regular Board Meeting
TO: Board of Directors
FROM: Finance & Administration

Subject: Fiscal Year 2018-19 Salary Resolution: Adoption

SUMMARY:

Annually, the Board adopts a resolution establishing salary ranges for all District positions,
effective for the following fiscal year. The attached Resolution No. 2537 establishes salaries
effective July 1, 2018.

RECOMMENDATION(S):

Pass, approve and adopt Resolution No. 2537, establishing salaries for employees.
RESOLUTION NO. 2537

ARESOLUTION OF THE BOARD OF DIRECTORS OF LAS VIRGENES MUNICIPAL
WATER DISTRICT ESTABLISHING SALARIES FOR EMPLOYEES

(Reference is hereby made to Resolution No. 2537 on file in the District's Resolution Book
and by this reference the same is incorporated herein.)

FISCAL IMPACT:
Yes

ITEM BUDGETED:
Yes

FINANCIAL IMPACT:

Sufficient funds are included in the adopted Fiscal Year 2018-19 Budget for employee
salaries.
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DISCUSSION:

Annually, as part of the budget process, the Board adopts a resolution to document the
salaries to be paid to District employees the following fiscal year. When the Board adopted
the Fiscal Year 2018-19 Budget on May 22, 2018, a salary resolution was not included due to
the timing of negotiations and need for approval of Memoranda of Understanding. The
attached Resolution No. 2537 reflects salaries approved by the Board for all groups and
employees through June 13, 2018.

GOALS:

Ensure Effective Utilization of the Public's Assets and Money

Prepared by: Donald Patterson, Director of Finance and Administration

ATTACHMENTS:

Proposed Resolution No. 2537
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RESOLUTION NO: 2537

A RESOLUTION OF THE BOARD OF DIRECTORS OF LAS VIRGENES MUNICIPAL
WATER DISTRICT ESTABLISHING SALARIES FOR EMPLOYEES

BE IT RESOLVED BY THE BOARD OF DIRECTORS OF LAS VIRGENES

MUNICIPAL WATER DISTRICT as follows:

Section 1. Purpose and Scope

This resolution establishes salary levels for employees.

Section 2. General and Office Unit Classifications: Effective July 1, 2018

(a) Effective July 1, 2018, classifications in the General Unit and Office Unit shall
be paid between the following starting and ending hourly salaries.

Classification

Starting Salary

Ending Salary

Account Clerk | $19.997 $27.569
Account Clerk Il $22.309 $30.759
Accounting Technician $25.392 $35.007
Buyer $28.610 $39.446
Chief Water Treatment Plant Operator $35.608 $49.099
Collections Systems Technician $26.951 $37.163
Compliance Inspector $28.610 $39.446
Computer Support Specialist $28.610 $39.446
Cross Connection Inspector $29.766 $41.042
Customer Service Representative $23.658 $32.616
Electrical/Instrumentation Technician | $28.045 $38.670
Electrical/Instrumentation Technician Il $32.884 $45.344
Facilities Inspector $31.288 $43.141
Facilities Maintenance Worker $21.440 $29.560
Field Customer Service Representative | $21.229 $29.268
Field Customer Service Representative |l $23.447 $32.328
Fleet Technician $28.045 $38.670
GIS Coordinator $32.884 $45.344
Laboratory Assistant $21.872 $30.156
Laboratory Technician | $25.901 $35.711
Laboratory Technician Il $30.370 $41.874
Maintenance Mechanic | $25.901 $35.711
Maintenance Mechanic Il $30.370 $41.874
Planning & New Development Technician $30.669 $42.284
Receptionist/Office Assistant $21.204 $29.237
Secretary $25.088 $34.590
Senior Account Clerk $23.682 $32.653
Senior Accounting Technician $27.769 $38.288

Salary Resolution 2018
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Senior Electrical/Instrumentation Technician $35.608 $49.099
Senior Field Customer Service Representative $29.186 $40.238
Senior Maintenance Mechanic $32.884 $45.344
Senior Water Distribution Operator $34.219 $47.183
Senior Water Reclamation Plant Operator $34.219 $47.183
Senior Water Worker $29.186 $40.238
Storekeeper $26.947 $37.156
Systems Coordinator $32.884 $45.344
Technical Services Support Specialist $27.494 $37.533
Water Reclamation Plant Operator | $25.392 $35.007
Water Reclamation Plant Operator I $31.602 $43.573
Water Reclamation Plant Operator in Training $23.447 $32.328
Water Treatment Plant Operator I $26.951 $37.163
Water Treatment Plant Operator $30.978 $42.715
Water Worker | $21.229 $29.268
Water Worker |l $23.447 $32.328
Water Worker I $26.951 $37.163

(b) Whenever possible, personnel will be hired at the above listed starting salary.
With the approval of the General Manager, advanced step placement is
possible to recruit an exceptionally well qualified candidate or to complete a
difficult recruitment. Employees will be subject to annual merit review for

possible increases.

Section 3. Supervisor, Professional & Confidential Unit Classifications:

Effective July 1, 2018

(a) Effective July 1, 2018, classifications in the Supervisor, Professional &
Confidential Unit shall be paid between the following starting and ending

hourly salaries.

Classification

Starting Salary

Ending Salary

Administrative Services Coordinator $43.222 $56.188
Assistant Engineer $41.533 $53.993
Associate Engineer $47.271 $61.452
Chief Water Reclamation Plant Operator $45.425 $59.052
Civil Engineering Assistant $39.128 $50.867
Civil Engineering Associate $47.271 $61.452
Compost Operations Supervisor $43.222 $56.188
Construction Supervisor $43.222 $56.188
Customer Service Operations Supervisor $43.222 $56.188
Customer Service Program Supervisor $43.222 $56.188
Electrical/Instrumentation Supervisor $43.222 $56.188
Environmental Analyst | $34.041 $44.253
Environmental Analyst || $39.518 $51.373
Facilities Maintenance Supervisor $43.222 $56.188

Salary Resolution 2018
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Financial Analyst $43.222 $56.188
Human Resources Analyst | $34.041 $44.253
Human Resources Analyst || $39.518 $51.373
Junior Engineer $36.495 $47.443
Laboratory Supervisor $45.425 $59.052
Management Analyst | $34.041 $44.253
Management Analyst Il $39.518 $51.373
Public Affairs Associate $41.950 $54.535
Purchasing Supervisor $34.041 $44.253
SCADA Analyst $41.533 $53.993
Senior Accountant $39.518 $51.373
Senior Engineer $51.052 $66.367
Systems Analyst $42.792 $55.630
Technical Services Support Supervisor $43.222 $56.188
Water Conservation Coordinator $43.222 $56.188
Water Systems Supervisor $43.222 $56.188

(b) Starting and ending figures establish pay limits with no fixed intermediate
steps. Movement of an employee between the figures shall be based on
performance and in accordance with the Unit’s collective bargaining

agreement.

Section 4. Management Unit Classifications: Effective July 1, 2018

(a) Effective July 1, 2018, classifications in the Management Unit shall be paid
between the following starting and ending hourly salaries.

Classification

Starting Salary

Ending Salary

Executive Assistant/Clerk of the Board $44.529 $62.340
Customer Services Manager $52.734 $73.828
Finance Manager $52.734 $73.828
Information Systems Manager $55.424 $77.593
Principal Engineer $57.104 $79.945
Public Affairs & Communications Manager $52.734 $73.828
Resource Conservation Manager $52.734 $73.828
Water Reclamation Manager/Engineer $57.104 $79.945
Water Systems & Facilities Manager $57.104 $79.945

(b) Starting and ending figures establish pay limits with no fixed intermediate
steps. Movement of an employee between the figures shall be based on
performance and in accordance with the Unit’s collective bargaining

agreement.

Section 5.  Unrepresented Classifications: Effective July 1, 2018

(a) Effective July 1, 2018, classifications that are unrepresented shall be paid
between the following starting and ending hourly salaries.

Salary Resolution 2018
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Classification

Starting Salary

Ending Salary

Director of Facilities & Operations $69.423 $105.938
Director of Finance & Administration $69.423 $105.938
Director of Resource Conservation & Public Outreach $69.423 $105.938
Human Resources Manager $55.424 $78.370

(b) Starting and ending figures establish pay limits with no fixed intermediate
steps. Movement of an employee between the figures shall be based on
performance and with the approval of the General Manager.

Section 6. Employment Contract Positions

(a) The General Manager position will be paid in accordance with a signed and
approved employment contract to be amended by the Board as deemed

necessary.
Classification Hourly Rate | Annual Salary
General Manager $134.615 $280,000

Section 7. Temporary Positions

(a) Temporary positions are not eligible for benefits other than salary; and
temporary part-time positions shall be paid in accordance with the type of

work performed.

(b) Student Workers shall be paid in accordance with the current California

Minimum Wage.

(c) Interns:

(1) Upper division candidates for Bachelor degree programs shall be paid

$14.00 to $18.00 per hour.

(2) Candidates for Master degree programs shall be paid $16.00 to $20.00

per hour.

(3) Candidates for Doctoral degree programs shall be paid $16.00 to $22.00

per hour.

Salary Resolution 2018
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PASSED, APPROVED AND ADOPTED this 26th day of June 2018.

ATTEST:

Jay Lewitt, Secretary

(SEAL)

Salary Resolution 2018

Glen Peterson, President

APPROVED AS TO FORM:

W. Keith Lemieux
Olivarez Madruga Lemieux and O’Neill
District Counsel
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ITEM7A

June 26, 2018 LVMWD Regular Board Meeting
TO: Board of Directors
FROM: Facilities & Operations

Subject: Pure Water Demonstration Project: Equipment Procurement

SUMMARY:

Staff proposes to pre-select and procure the treatment equipment for the Pure Water
Demonstration Project to allow for final design of the project to be based on the selected
equipment configuration and to reduce costs by eliminating the contractor markup for
equipment. The treatment equipment consists of modules for ultrafiltration/nancofiltration
(UF/NF), reserves osmosis (RO) and ultraviolet light/advanced oxidation (UV/AOP), at an
estimated cost of $560,000.

The Las Virgenes Municipal Water District Code requires that goods included in the current
budget and costing over $35,000 be purchased using a formal bidding process. Formal
bidding requires the development of specifications that are advertised and open to bid by any
firm that believes it can meet the requirements of the specifications. Informal bidding also
involves the development of specifications, but only select vendors are invited to submit bids.
Both bidding processes are competitive in nature.

The treatment equipment for the demonstration project will be unique in a variety of ways that
make the use of an informal bidding process most appropriate. The equipment will be unique
in size and flowrates, must be flexible to allow for testing, have a proven record of performance
and available on a short schedule for project completion. Based on Carollo Engineers’
experience, there are a limited number of firms that can provide the equipment for use in the
proposed demonstration project.

As a result, staff recommends that formal bidding be waived and informal bidding be used for
procurement of the treatment equipment for the project.

RECOMMENDATION(S):

Waive the formal bidding requirement and authorize an informal, competitive process for
procurement of the treatment equipment for the Pure Water Demonstration Project.
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FISCAL IMPACT:

No

ITEM BUDGETED:
Yes

FINANCIAL IMPACT:

There is no financial impact associated with waiving the formal bidding requirement. A
sufficient number of firms will be invited to submit bids on the equipment such that the District
obtains competitive pricing.

DISCUSSION:

The treatment equipment for the Pure Water Demonstration Project is estimated to cost
$560,000. The Las Virgenes Municipal Water District Code requires that goods included in
the current budget and costing over $35,000 be purchased using a formal bidding process.
Formal bidding requires the development of specifications that are advertised over a two-week
period and open to any firm that believes it can meet the requirements of the specifications.
Informal bidding also involves the development of specifications but only select vendors are
invited to submit bids. There is often a fair amount of clarification of the specifications during
informal bidding, allowing for flexibility in defining the goods.

The UF/NF, RO and UV/AOP equipment for the demonstration project will be unique in the
following ways:

e Size: The equipment will need to be sized to fit in Building No. 1, while still providing
enough flow for testing and training.

¢ Flexibility: The equipment, in particular the UF/NF process, will need to be flexible so
different equipment, manufacturers and operating modes can be tested.

¢ Proven Performance: The equipment will need to have a proven record of quality
performance, so the testing is valid and rigorous to comply with the requirements of the
U.S. Bureau of Reclamation (BOR) grant.

e Current Technology: The equipment will need to use current technology, so operator
training is based on current technology, in particular instrumentation and controls.

e Schedule: The completion date for the demonstration project is December 2019 in the
BOR grant and mid-May 2019 in the TMDL Implementation Plan, so a shortened
procurement time is necessary.

Based on unique aspects of the equipment and the short schedule, staff recommends that
formal bidding be waived and informal bidding be used for procurement of the treatment
equipment for the demonstration project. Any purchase agreement for equipment will be
submitted for approval by the Board. This action is solely for the purchase of equipment, not
installation or other construction services. These services will be procured as required by the
Las Virgenes Municipal Water District Code and applicable laws.

Carollo Engineers, the firm hired to design the demonstration project, recommends that
treatment equipment bids be solicited from the following firms:
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1. Ultrafiltration/Nanofiltration
a. Biwater
b. H20 Innovations
c. WesTech Engineering, Inc.
2. Reverse Osmosis
a. Biwater
b. Harn
c. H20 Innovations
3. Ultraviolet/Advanced Oxidation Process
a. Trojan UV
b. Wedeco/Xylem, Inc.
c. Calgon Carbon Corporation

GOALS:

Lead in Sanitation and Recycled Water Services Focusing on Maximum Reuse

Prepared by: David R. Lippman, P.E., Director of Facilities and Operations
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ITEM7B

June 26, 2018 LVMWD Regular Board Meeting
TO: Board of Directors
FROM: Facilities & Operations

Subject: Tapia SCADA System Upgrade: Request for Proposals

SUMMARY:

The District uses a Supervisory Control and Data Acquisition (SCADA) system for its
wastewater treatment, potable water and recycled water enterprises. The SCADA

system provides automation of processes, alarm protocol, data collection for analysis and
reporting, and remote control and monitoring of processes and equipment. The SCADA
network includes field instruments, programmable logic controllers (PLC), a communication
network, and a human machine interface (HMI).

Most of the PLCs installed at the Tapia Water Reclamation Facility and for the water systems
are obsolete and no longer available or supported by the manufacturer. The District's current
HMI is also obsolete and cumbersome due to its age and modifications that have been made
over time. An Ovation Distributed Control System (DCS) was installed at the Rancho Las
Virgenes Composting Facility, and the system currently remains fully functional with sufficient
available parts and support.

Due to obsolescence of the existing PLCs and HMI for Tapia and the water systems, staff has
been planning an upgrade of the SCADA system through a phased approach that would begin
with Tapia. Standardization of the PLCs and HMI across the enterprises would provide
consistency in equipment and programming and allow staff to focus on specific training and
skill sets. To select a standard platform, four PLC/HMI platforms were evaluated taking into
consideration the following factors: reliability, life-cycle cost, ease of use, ease of integration
and availability of long-term support. Three systems were very close in rating and life-cycle
cost. The fourth system had the lowest rating because it has yet to be deployed and had the
highest life-cycle cost.

In the mid 1990s, the District had trouble with proprietary software and hardware used to
control its SCADA systems. As aresult, the District implemented the Wonderware InTouch
SCADA software as its HMI and Historian to communicate with all of the different PLCs
installed throughout the system, eventually standardizing on the use of Modicon PLCs.
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With the exception of the Emerson Ovation system, all of the platforms were very close in
ratings and life-cycle cost; however, the two platforms using the Wonderware HMI would
provide a distinct advantage to the District by leveraging the investment already made in the
earlier version of the Wonderware software.

Staff recommends issuing a request for proposals to develop plans and specifications for the
Tapia SCADA system upgrade allowing the use of either Rockwell Automation PLCs with
the Schneider Wonderware HMI or Schneider Modicon PLCs with the Schneider
Wonderware HMI.

RECOMMENDATION(S):

Authorize the issuance of a Request for Proposals to develop plans and specifications for the
Tapia SCADA system upgrade using either Rockwell Automation PLCs with the Schneider
Wonderware HMI or Schneider Modicon PLCs with the Schneider Wonderware HMI.

FISCAL IMPACT:

No

ITEM BUDGETED:
Yes

FINANCIAL IMPACT:

There is no financial impact associated with issuing a request for proposals. The SCADA
upgrades are proposed to be phased with Tapia planned for Fiscal Years 2018-20, the water
and recycled water systems in Fiscal Years 2020-22, followed by the Westlake Filtration Plant
in Fiscal Year 2022-23. Upgrading the SCADA system for the water system will also require
an upgrade of the radio-based communication system. Sufficient funds are provided in the
adopted Fiscal Years 2018-20 Two-Year Budget Plan for the SCADA system upgrade at
Tapia.

DISCUSSION:

The District uses a SCADA system for all three of its enterprises: wastewater treatment,
potable water and recycled water. The SCADA system provides automation of processes,
alarm protocol, data collection for analysis and reporting, and remote control and monitoring of
processes and equipment. Remote control and monitoring is particularly useful in the potable
water system with its scattered sites and for stand-by staff who can remotely monitor the
system and respond to alarms. Employees organized into four different stand-by shifts (Tapia,
Rancho, the water system, and Westlake Filter Plant, when it is in operation) use laptop
computers for remote monitoring and control of the systems. The stand-by shifts coupled with
use of the SCADA system provide significant cost-savings to the District by avoiding the need
for a second shift to provide 24-hour coverage.

The SCADA network includes field instruments, programmable logic controllers (PLC), a
communication network, and a human machine interface (HMI). Tapia, Westlake, and the
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water systems share a common SCADA platform using Modicon PLCs and the Wonderware
InTouch HMI. At Rancho, an Ovation Distributed Control System (DCS) was installed when
the plant was constructed. The system has been upgraded several times and remains fully
functional.

Most of the PLCs installed at Tapia and for the water systems are obsolete and no longer
available or supported by the manufacturer. The current HMI is also obsolete and
cumbersome due to its age and modifications that have been made over time. The Ovation
DCS at Rancho still has sufficient parts availability and support.

Due to obsolescence of the existing PLCs and HMI for Tapia and the water systems, staff has
been planning an upgrade of the SCADA system through a phased approach that would begin
with Tapia. Standardization of the PLCs and HMI across the enterprises would provide for
consistency in equipment and programming and allow staff to focus on specific training and
skill sets. Cannon Consultants assisted staff to perform an evaluation of the following four
PLC/HMI platforms:

Rockwell Automation PLCs/Rockwell Automation HMI
Rockwell Automation PLCs/Schneider Wonderware HMI
Schneider Modicon PLCs/Schneider Wonderware HMI
Emerson Ovation OC100

The evaluation considered the following four criteria: operational function and reliability, life-
cycle cost, ease of use and integration and availability of long-term support. Importance
factors of five, four and three, respectively, were assigned to each criteria, which were then
rated on a scale of 1 to 10 with 10 being the highest or best rating. The importance factor and
rating were multiplied for a point total with a maximum of 150 points possible. The results were
as follows:

Platform Total Points
Rockwell Automation PLC/Rockwell Automation HMI 118.75
Rockwell Automation PLC/Schneider Wonderware HMI 115.50
Schneider Modicon PLC/Schneider Wonderware HMI 114.43
Emerson Ovation OC100 89.75

As shown in the table above, the Rockwell Automation PLCs/Rockwell Automation HMI has
the highest total points, closely followed by the Rockwell Automation PLCs/Schneider
Wonderware HMI and Schneider Modicon PLCs/Schneider Wonderware HMI. The Emerson
Ovation OC100 system had not yet been deployed, and only Emerson could provide
programming and support services, resulting in the lowest total points. The Ovation platform
had the highest life cycle cost, while the other three platforms had similar life cycle costs, as
shown below.
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Platform Life Cycle Cost
Emerson Ovation OC100 $1,922,333
Rockwell Automation PLC/Rockwell Automation HMI $1,668,610
Rockwell Automation PLC/Schneider Wonderware HMI $1,658,410
Schneider Modicon PLC/Schneider Wonderware HMI $1,556,925

The Rockwell Automation PLCs/Rockwell Automation HMI platform had the highest point total
and second highest life cycle cost. This platform is a fully integrated system that has proven to
be highly reliable, and Rockwell Automation provides excellent long-term support. However, if
this platform was implemented at Tapia and the conversion of the water systems did

not proceed, the District would be left with three different SCADA platforms to manage and
maintain. As a result, this platform is not recommended.

In the mid 1990s, the District had trouble with the proprietary software and hardware used to
control its SCADA systems. As aresult, the District adopted the Wonderware InTouch
SCADA software as its HMI and Historian to communicate with all of the different PLCs
installed throughout the system, eventually standardizing on Modicon PLCs.

The Rockwell Automation PLCs/Schneider Wonderware HMI platform would leverage the
reliability and support of Rockwell Automation, while continuing the use of Wonderware for the
HMI. The Schneider Modicon PLCs/Schneider Wonderware HMI platform would also
continue the use of Wonderware for the HMI with Modicon PLCs, which are very similar to the
Rockwell PLCs based on the evaluation.

All the platforms, with the exception of the Emerson Ovation platform, were very close in
ratings and life-cycle cost; however, the two platforms using the Wonderware HMI would
leverage the investment the District has already made in the software. The Wonderware
Intouch System is a tag-based system, and Wonderware’s latest system, called System
Platform, is an object-oriented system. As a part of the upgrade, the HMI would be upgraded
to the object-oriented system.

Staff recommends issuing a request for proposals to develop plans and specifications for the
Tapia SCADA system upgrade using either Rockwell Automation PLCs with the Schneider
Wonderware HMI or Schneider Modicon PLCs with the Schneider Wonderware HMI.

Attached for reference is a copy of the SCADA Evaluation Technical Report.

GOALS:

Provide Safe and Quality Water with Reliable Services

Prepared by: David R. Lippman, P.E., Director of Facilities and Operations
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ATTACHMENTS:

SCADA Evaluation Technical Report
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May 25, 2018

Mr. Eric Schlageter

Senior Engineer

Las Virgenes Municipal Water District
4232 Las Virgenes Road

Calabasas, CA 91302

PROJECT: LAS VIRGENES MUNICIPAL WATER DISTRICT - SCADA EVALUATION

Dear Mr. Schlageter:

Las Virgenes Municipal Water District (LVMWD or District) selected Cannon to conduct a SCADA
evaluation of the hardware and software implemented at the LVMWD water and wastewater
systems. Currently, the District's water and wastewater systems have a variety of manufacturers
and ages of equipment. The outcome of this evaluation will give the District an objective report for
selecting the future PLC and HMI platforms. This report is a result of investigation, collaboration
with the District, collaboration with vendors, and Cannon’s experience with industry best practices
and municipal water/wastewater SCADA systems.

The goal of this report is to provide an objective conclusion for standardization and modernization
of the District's SCADA systems to provide high reliability, best life-cycle cost, and ease of
support for long-term maintenance and expansion.

This report focuses on our findings and the technical data collected during site investigations.
The embedded documentation details our evaluation of the different vendors’ options for the
District’'s SCADA system. We used a decision matrix to appropriately weight and objectively
compare the four major criteria identified by the District in the kickoff meeting and evaluation
workshop.

Within the attached document our project understanding and approach explains how we reached
the conclusion to our evaluation. | will follow up with you soon about this evaluation. Please feel
free to contact me if you would like to further discuss our findings, or if you have any questions
about the content of this report.

Sincerely,

David Dutcher, PE
Sr. Principal Controls Engineer
Automation & Electrical Division
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LVMWD SCADA Evaluation

1. Project Understanding & Approach

LVMWD has a variety of automation infrastructure (i.e. Supervisory Control and Data Acquisition,
SCADA) deployed at numerous water, wastewater, and composting facilities. Many of the
programmable logic controllers (PLCs) embedded within these facilities are obsolete with no
reasonable way to support the infrastructure for the future. To achieve a modern technology and
standardized solution, your team requested an evaluation of the current PLC and HMI
infrastructure and recommendations for the best available options for upgrading the system. This
report provides an analysis and evaluation along with recommendations that will help your team
make an informed decision about your future automation infrastructure.

The Tapia wastewater plant has the most pressing needs for SCADA system upgrades, as this
site has the highest number of obsolete PLC hardware. The Water Ops facilities also have aging
PLC and HMI hardware, but have different technical requirements based on the number of
remote sites and the limited functions at each site. This report focused on finding not just gaps at
the Tapia facility but gaps across the different facilities, as the final decision must be a common
platform for all of the different operations.

Based on our discussions with your team, one of the most significant decisions involves the
selection of a reliable and cost-effective PLC platform. Your facilities currently have an installed-
base of Modicon PLCs and Ovation DCS (at the Rancho composting facility). The SCADA
evaluation is not limited to PLC infrastructure, as the HMI functionality has significant impact to
how the Operations team interacts with the control system and field devices. Your facilities
currently have an installed-base of Wonderware InTouch HMI and Ovation DCS (only at the
Rancho composting facility) for its HMI components.

Based on input from your team, the major SCADA and PLC vendors that were considered as part
of this SCADA evaluation were:

» Schneider Modicon PLC / Schneider Wonderware HMI

* Rockwell Automation PLC / Schneider Wonderware HMI
*  Rockwell Automation PLC / Rockwell Automation HMI

* Emerson Ovation

We included a hybrid solution in the evaluation after feedback from your team and comparison
with industry experience. The installation base of SCADA systems with a combination of
Rockwell Automation and Wonderware is well represented in California across water and
wastewater systems.

Las Virgenes Municipal Water District 1

67



LVMWD SCADA Evaluation

The purpose of this report is to help LVMWD objectively select a SCADA platform from the
vendors identified above. Although this evaluation will factor in the existing SCADA infrastructure,
the primary decision points will focus on the following:

1. Reliability

a. Low maintenance and high availability

b. Reliability of hardware and software

c. Standardized functionality
2. Life-cycle costs

a. Initial replacement and installation costs

b. On-going operational, maintenance and support costs
3. Ease of use and integration

a. [Ease of hardware implementation

b. Ease of software programs, tools, and implementation
4. Long-term support

a. Consideration for obsolescence and migration across products/platforms

b. Vendor reliability and depth of technical support

As part of our analysis and evaluation, we worked with your team to conduct a field investigation
of many of the representative sites for the water, wastewater and composting facilities. We
leveraged both our investigation findings and the hardware/software inventory created by your
staff to serve as the basis for the evaluation and recommendations.

We also investigated current challenges and limitations with the existing system. We identified
both the most important functionality to retain and the functionality requested for any future
platform. We conducted one workshop with your team during which we honed in on key criteria to
evaluate the SCADA system vendor solutions against the District priorities.

We worked with each of the three identified vendors to establish a common SCADA architecture
and basis for product offerings. This SCADA architecture will meet the needs and criteria
identified during this workshop. We evaluated current market pricing for installation and projected
10-year operational costs.

Additionally, we included an eye toward cybersecurity in our evaluation. We did not include this
as one of the decision criteria, per our workshop with your team, but we did evaluate if the vendor
products provided an adequate level of security integrated with the hardware/software offerings.

Finally, we summarized the results of our field investigations, workshops and evaluation process
in Sections 2 and 3, and provide conclusions and recommendations in Section 4.

As follow-on to this report, your team will need to take steps to create SCADA standards, which
will leverage the functionality of the selected vendor’'s PLC/HMI platforms. For example, the
selected vendor platform will provide capability to create global templates for PLC and HMI
programs. Your team will define and own these templates for all future installations.
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2. Existing Infrastructure

21 Tapia Wastewater Plant (WWTP)

Our investigation determined that a majority of the PLCs at the Tapia wastewater facility were
Modicon 984 series controllers, which have been obsolete for many years. Additionally, we noted
that many of the processors were co-located in a close proximity to each other. In several cases,
the PLCs are in adjacent control panels within the same MCC or electrical room.

The existing plant fiber optic infrastructure is for the Modbus Plus network. The fiber optic network
extends to every PLC node within the plant and all the SCADA client workstations. This fiber optic
network distribution will be helpful for future upgrades. As your team upgrades the PLC hardware
to use Ethernet IP communications, the plant can re-purpose the fiber optic network for Ethernet
communications between the PLCs and SCADA servers.

The existing SCADA software is a managed Wonderware InTouch application with one main Data
Acquisition Server (DAS) located in the Tapia main administration building. There are three Dell
servers of varying ages (likely 2-4 years old) located in a server rack adjacent to the control room.
In addition to the DAS server, a Historian server and Terminal Server are located in this same
server rack. Your team uses Terminal Services for all the SCADA workstations, including Lift
Station #1 and #2, which are remote sites. This approach is strategic and allows for standard
workstations to run SCADA applications without installing Wonderware software on every
workstation. Additionally, this approach leverages the fiber optic network backbone within the
plant and extends out to the Lift Stations.

Tables 2.1, 2.2, and 2.3 identify the number and location of the site PLCs and the requirements
for replacement.

Table 2.1 — Tapia WWTP PLCs for Replacement

PLC Location PLC Requires
Number on Site Processor Replacement?
95 Centrate 984-E275 Y
96 Centrate Quantum Y
97 Centrate Momentum Y*
97 Centrate AB N
5 Chemical 984-E275 Y
25 Chemical 984-E285 Y
37 Chemical Momentum Y*
38 Chemical Momentum Y *
39 Chemical Momentum Y *
6 Control 984-E275 Y
2 CP100 984-E285 Y
33 CP100 984-E285 Y
34 CP100 Quantum Y
35 CP100 984-E285 Y
1 CP1000 984-E275 Y
7 CP1000 984-E275 Y
9 CP1000 984-E275 Y

Las Virgenes Municipal Water District 3
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29 CP1000 984-E285 Y
36 CP1000 Momentum Y*
3 Effluent 984-E275 Y
41 Effluent PS Momentum Y *
4 Filters 984-E275 Y
10 Filters 984-E275 Y
11 Filters 984-E275 Y
12 Filters 984-E275 Y
13 Filters 984-E275 Y
14 Filters 984-E275 Y
15 Filters 984-E275 Y
16 Filters 984-E275 Y
17 Filters 984-E275 Y
18 Filters 984-E275 Y
19 Filters 984-E275 Y
20 Filters 984-E275 Y
21 Filters 984-E275 Y
22 Filters 984-E275 Y
8 Force Main 2 984-E285 Y
26 Headworks 984-E275 Y
27 Headworks 984-E265 Y
28 Headworks 984-E265 Y
23 Lift Station 1 984-E285 Y
41 Lift Station 1 Momentum Y *
24 Lift Station 2 984-E285 Y
42 Lift Station 2 Momentum Y *

* Schneider Modicon vendor has recommended that Momentum processors do not require
complete replacement, but a simple replacement of the “top hat” module, which will upgrade the
PLC to use the Unity Pro software application while utilizing the existing 1/0 terminal base.

2.2 Water Operations Sites (Ops)

We conducted site investigations at representative sites to better understand the infrastructure at
typical water operations sites, the type of functions represented, and the method of
communication to a central location. We opted to not investigate all of the sites, since your staff
indicated that there is a high degree of similarity across most of the sites.

The water operations sites communicated data primarily to the main SCADA server at the
Operations Building at the LVMWD main facility. There is a secondary connection to the Westlake
Filter Plant facility. The water operations SCADA system includes both Potable and Reclaim
water facilities.

The existing communication infrastructure consists of a combination of fiber optic networks to the
main “hubs” within the water system and serial radio telemetry from these hubs to the remote
sites.
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The existing SCADA software is a managed Wonderware InTouch application with one main Data
Acquisition Server (DAS) located in the District main administration building. There are three Dell
servers of varying ages (likely 3-5 years old) located in a server rack adjacent to the control room.
In addition to the DAS server, a Historian server and Terminal Server are located in this same
server rack. Your team uses Terminal Services for all several key water hubs where the fiber
optic network backbone is extended. The selected hubs smartly correlate to the water system
hydraulics, such that sites which are most critical to system hydraulics are on the fiber optic
network.

Table 2.2 — Water Operations PLCs for Replacement

PLC Location PLC Requires
Number on Site System Processor Replacement?
205 3 Springs PS Potable | 984-E275 Y
205 3 Springs PS Potable | Momentum Y*
203 Agoura PS Potable | 984-E275 Y
203 Agoura PS Potable | Momentum Y™
204 Argos Valve Potable | Momentum Y*
176 Calabasas Tank Potable | Momentum Y*
114 Cold Canyon PS Potable | 984-E275 Y
114 Cold Canyon PS Potable | Momentum Y*
154 Conduit PS Potable | 984-E275 Y
154 Conduit PS Potable | Momentum Y *
202 Cornell PS Potable | 984-E275 Y
175 Dardenne PS Potable | 984-E275 Y
228 Equestrian Tank Potable | Momentum Y *
224 JBR PS Potable | 984-E275 Y
224 JBR PS Potable | Momentum Y *
107 Jed Smith PS Potable | 984-E275 Y
107 Jed Smith PS Potable | Momentum Y *
106 Jed Smith Tank Potable | Momentum Y™
223 Kimberly PS Potable | 984-E275 Y
223 Kimberly PS Potable | Momentum Y*
222 Kimberly Tank Potable | Momentum Y *
92 Latigo Tank Potable | Momentum Y*
134 Lower Oaks PS Potable | 984-E275 Y
135 Lower Oaks Tank | Potable | Momentum Y *
163 LV1 Flowmeter Potable | Momentum Y™
15 LV2 PS Potable | 984-E275 Y
108 McCoy PS Potable | 984-E275 Y
110 McCoy Tank Potable | Momentum Y™
226 Morrison Tank Potable | Momentum Y *
105 Morrison PS Potable | 984-E275 Y
179 Mulwood PRV Potable | Momentum Y *
174 Mulwood PS Potable | 984-E275 Y
Las Virgenes Municipal Water District 5
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173 Mulwood Tank Potable Momentum Y *
178 Oakridge PS Potable 984-E275 Y
209 Ramera Ridge Potable | Momentum Y*
Valve
136 Ranchview PS Potable | 984-E275 Y
113 Saddlepeak Tank Potable | Momentum Y*
229 Saddletree PS Potable | 984-E275 Y
229 Saddletree PS Potable | Momentum Y *
227 Saddletree Tank Potable | Momentum Y*
208 Seminole PS Potable | 984-E275 Y
208 Seminole PS Potable | Momentum Y*
207 Seminole Tank Potable | Momentum Y *
112 Stunt Road PS Potable | 984-E275 Y
162 Twin Lakes PS Potable 984-E275 Y
164 Twin Lakes Tank Potable | Momentum Y *
133 Upper Oaks PS Potable | 984-E275 Y
209 Upper Oaks Tank Potable | Momentum Y *
156 Upper Twin Lakes | Potable | 984-E275 Y
PS

153 Warner PS Potable | 984-E275 Y
153 Warner PS Potable | Momentum Y *
172 Warner Tank Potable | Momentum Y*
206 Westlake PRV Potable | Momentum Y *
155 Woolsey Tank Potable | Momentum Y™
177 005 Flowmeter Reclaim | Momentum Y*

2 Cordillera Reservoir | Reclaim 984-145 Y
231 County Line Flow | Reclaim | Momentum Y*
103 Indian Hills Tank Reclaim | Momentum Y *
232 Morrison PS Reclaim | 984-E275 Y
225 Oakpark PS Reclaim | 984-E275 Y
136 Parkway PS Reclaim | 984-E275 Y
104 Reservoir 3 Reclaim | Momentum Y*

1 RWPS Reclaim | 984-E275 Y
230 Westlake Wells Reclaim | 984-E275 Y
230 Westlake Wells Reclaim | Momentum Y *

* Schneider Modicon vendor has recommended that Momentum processors do not require
complete replacement, but a simple replacement of the “top hat” module, which will upgrade the
PLC to use the Unity Pro software application while utilizing the existing 1/0 terminal base.

2.3 Westlake Filter Plant

Our investigation determined that a majority of the PLCs at the Westlake Filter Plant were
Modicon 984 model controllers, which have been obsolete for some time. This plant does have a
few newer Modicon M340 PLCs using Unity Pro application in the Filter Room.
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The existing plant infrastructure allows for both Ethernet and Modbus Plus networking. The
physical size of the plant is limited; therefore, the PLC panels are all in close physical proximity.
As your team upgrades the PLC hardware to use Ethernet IP communications, the plant can re-
purpose the fiber optic network for Ethernet communications between the PLCs and SCADA
servers.

The existing SCADA software is a managed Wonderware InTouch application with one main Data
Acquisition Server (DAS) located in the Westlake Filter Plant main administration building. There
are two Dell servers of varying ages (likely 2-4 years old) located in a server rack adjacent to the
control room. In addition to the DAS server, a Historian server and Terminal Server are located in
this same server rack. Your team uses Terminal Services for all the site workstations, including
several of the “hub” locations within the water system.

Table 2.3 — Water Operations PLCs for Replacement

PLC Location PLC Requires
Number on Site Processor Replacement?
23 Plant E984-285 Y
11 Filter 1 E984-275 Y
12 Filter 2 E984-275 Y
13 Filter 3 E984-275 Y
14 Filter 4 E984-275 Y
15 Filter 5 E984-275 Y
16 Filter 6 E984-275 Y
17 Filter 7 E984-275 Y
18 Filter 8 E984-275 Y
19 Filter 9 E984-275 Y
20 Filter 10 E984-275 Y
21 Filter 11 M340 N
22 Filter 12 M340 N
25 LCP 25 - Chemical E294-285 Y
26 LCP 26 - E294-285 Y
LCP 27 - Torchwood
27 Tank Momentum Y*
RTU - 14A - Pump
14A Station M340 N

* Schneider Modicon vendor has recommended that Momentum processors do not require
complete replacement, but a simple replacement of the “top hat” module, which will upgrade the
PLC to use the Unity Pro software application while utilizing the existing 1/0O terminal base.

24 Rancho Composting Facility

Your management team specifically noted that the Rancho Composting Facility would not be
subject to upgrade based on the recommendation of this evaluation. However, Emerson Ovation
is one of the considered SCADA platforms for this evaluation, so we conducted site investigations
to understand the Ovation infrastructure and how the District implemented the DCS at this facility.
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The Ovation system uses five main controller cabinets distributed in each building within the
facility. These controllers are all the OCR-400 series controllers. Each controller has a redundant
pair and redundant network components for communication to the control room.

Your staff noted that recent requests for support for this facility were met with extremely costly
estimates. In the kickoff meeting and workshop, we noted District concerns about the long-term
costs with the Ovation DCS system.

The existing plant communication infrastructure uses fiber optic network which uses a proprietary
bus communication between the main DCS servers and the controller cabinets.

25 Existing Hardware/Software Reliability

2.5.1 Redundancy & Failure Points

Your team’s approach to the various systems is simple regarding hardware redundancy. The
main approach for redundancy is to have a shelf-spare for the critical nodes within the system.
This is problematic for the sites that have obsolete controllers and creates risk for the District, as
they have a very limited number of replacement components.

Your staff has done a good job in tracking PLC applications for each site. Each site has a thumb

drive in a sealed envelope with a tracking sheet for District staff or contractors to note changes.

This approach allows for immediate access to the latest software application in the event of a
hardware failure and replacement.

The SCADA system relies upon three separate physical
servers, so the functionality of the SCADA system is
distributed across those servers.

For data to communicate between the existing Modicon
PLCs and the SCADA system, the District uses specialized
gateway modules, which convert from Modbus Plus to
Modbus TCP. The District has found good success with
these units and fortunately has had few issues limiting data
monitoring and control, as this is a single-point of failure for
the data communication to the PLCs.

Figure 2-1 — Example Modbus Plus gateway module

2.5.2 Power & Backup Power

Most of the sites within the water system have generator backup options for power to the site and
the PLC control panel. The District has standardized a simple and effective means for battery
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backup using standard “off the shelf’ car batteries, power chargers, and voltage. This approach
has allowed your staff to maintain health in batteries and reduce costs.

Figure 2-2 — Water Operations panel with standard battery backup

2.5.3 Alarm Notification

In each SCADA server identified above, the District has implemented three different systems at
each of the facilities:

e Tapia WWTP Hardware redundant alarm dialer at PLC-6
e Westlake Filter Plant  Win911 alarm software, modem & dialer
»  Water Operations SCADAIlarm 5.0 software, modem & dialer

The alarm notification is a call-out system to pre-selected list of operators. There is limited
redundancy or fail-over capability in the system, so periodic checks of the system are required to
validate alarm notification is operational.

Figure 2-3 — Water Operations SCADA server rack with external modem
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2.6 Existing Telemetry & Networking

The District has invested in fiber optic throughout all of their SCADA system. In the case of the
three main plants, this fiber optic network is the backbone for all communications. The use of fiber
optic networks will pay dividends as your team can use this infrastructure for Ethernet
communication in future upgrades.

Figure 2-4 — Tapia WWTP SCADA Overview showing PLC locations

For the Water Operations sites, the combination of fiber optic infrastructure with serial radios
allows for effective communication to the remote sites. The District uses GE MDS 9810 serial
radios on the ISM bandwidth (902-928 MHz). The radios operate at 19,200 baud-rate, which is a
low data bandwidth. These radios are obsolete, so there are limited spare parts to support radio
failures. Your staff has noted that the radios have been robust and they have experienced limited
failures with the telemetry/radio system. There are some limitations in the data bandwidth to the
remote sites via serial radios, but your team uses smart techniques to limit the data throughput
required.
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Figure 2-5 — Water Operations SCADA Overview showing telemetry

2.7 Evaluation Workshop

A significant part of the SCADA evaluation was conducting interviews of your team, ranging from
operators, to maintainers, to managers. We directed a workshop to delve further into the system
requirements and the attributes of the SCADA system that would be required for long-term
success. Your team helped identify critical success factors for the

The following are the items that your team identified as positive functions that are working
correctly in your current SCADA system. Your team identified these functions as critical to
include/retain in the new SCADA system, regardless of vendor:
- HMI screen layouts are effective overviews, easy to use and allow for easy training of
new operators. Overview has rough hydraulic and process layout.
- Ease of Alarm Notification or “Spotting a Problem” in the system. When an alarm is
generated in the alarm banner, there is a shortcut to the exact HMI graphic in question.
This helps operators “zero in” on the problem quickly.
- Common alarms exist for most items, so operators generally do not worry if they are not
getting all the alarm status.
- Technicians and maintenance staff noted that spare capacity exists in the current system.
Future PLC and HMI systems need to be built with spare capacity in mind.
- Connections from the SCADA system to Excel, Hach WIMS, or other user-friendly
interface are very helpful for operators and managers.
- Your staff identified that trending tools are frequently used and very effective in analyzing
the process and upset conditions.
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From this evaluation workshop, we also identified areas for improvement to the existing SCADA
system. The following are recommendations that were identified as areas for improvement for
any future SCADA system, regardless of vendor:
- Recommend standardized logic and graphics, which will allow your team to better
support and maintain your own processes and control system infrastructure.

o Standardized, object-oriented blocks need to be the building blocks of the new
system. This will ensure that a pump object will function and look the same
across all the sites, leading to ease of troubleshooting and maintenance.

o This will also reduce project costs when external integrators are required to
support projects or upgrades.

- Recommend display of Process and System Interlocks for most processes and
equipment

0o PLC programs currently have hard-coded interlocks, such that Operators cannot
troubleshoot or resolve process upsets without programmer intervention, even for
simple items. Interlocks need to be included on the HMI graphics.

o Timing for PLC logic, such as start delays or alarm delays need to be included on
the HMI graphics.

- Recommend the addition of better descriptors to tagging, alarms, and other displays so
that “layman” or junior operator can understand the graphics.

- Recommend improved reports or dashboard functions that can be customized for
managers or operators.

- Recommend standardization of PLC hardware to match across Tapia, Westlake and
Water Ops facilities, at a minimum.

o This is ensure adequate shelf spare capacity without maintaining a large
inventory.

- Recommend improved redundancy to reduce single-point-of-failure, where possible. This
approach will be important for both hardware and software

o Power issues seem to be the most prevalent regarding failures. Current
approach to battery backups and power uses standard off-the-shelf car batteries
which

- Recommend improved documentation per site and per SCADA system.

0 The current documentation is custom per site and difficult to find.

o Your team understands that retroactive “as-built” documentation can be costly,
but future implementation needs to include detailed documentation (electronically
and hardcopy).

Based on this input, it was clear that regardless of PLC and HMI vendor selected, there is a
significant upgrade of the SCADA system to incorporate the standardization of hardware, logic
and graphics associate with each of the facilities. As a result, we included significant engineering
and programming effort estimate in the initial cost comparisons.
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3. SCADA Evaluation

3.1 Reliability

From the very beginning of this evaluation, it was clear that your team wanted to make the most
reliable choice for a new SCADA platform. The chosen PLC/HMI hardware and software should
provide reliability for the next 10 to 15 years. One of the biggest frustrations expressed in the
kickoff and workshop meetings was the age of your current PLC hardware. A majority of Tapia
WWTP and the Water operations sites are operating with obsolete PLC platforms. In order to get
spare parts or maintain these systems, your staff has to resort to drastic measures.

For the District to improve reliability in the chosen SCADA system, they also must be less
dependent on the vendors or system integrators. Your engineers and technicians want to take
more ownership in the final SCADA solution, thus increasing their ability to support the control
system into the future. To do this the hardware and software tools chosen must have ease of use,
good standardization and have proven support.

3.1.1 Hardware Reliability

Reliability of the selected PLC hardware is a key issue for replacing the existing PLCs. We did not
evaluate hardware reliability of off-the-shelf networking or computer components (such as
network switches, computer workstations, servers, etc.) As a result, we focused the hardware
reliability factor on the PLC/DCS vendor specific hardware, including PLC processors, 1/0
modules, PLC power supplies, etc.

We evaluated hardware reliability for the selected vendors based upon several factors:
- Installation base of selected replacement PLC hardware in the region
- Point in the lifecycle of the selected replacement PLC hardware
- Mean Time Between Failure (MTBF) for the selected PLC hardware
- Frequency of returns for the selected PLC hardware

We solicited input from each of the vendors regarding this data. Based on the responses from the
vendors, we have a variety of models presented. Table 2.1 identifies the selected hardware
platform from each vendor. To maintain the maximum standardization across all the sites, the
platforms can be restricted even further than the selected alternatives. This may increase costs,
but reduce the on-the-shelf inventory.

Table 3.1 — Selected PLC/DCS Hardware for evaluation

Rockwell Schneider Emerson
Automation Modicon Ovation
PLC/DCS Controllers Selected Model Model Model
Medium PLC/DCS hardware CompactlLogix L33 M580 0OCC100
Compact PLC/DCS hardware CompactLogix L24 M340, Momentum OCC100
Remote 1/O Flex I/O M580, Momentum N/A

We found that the Rockwell Automation CompactLogix platform is a very robust solution, which is
easily expandable and easily accommodates Remote I/O via Ethernet. The CompactLogix has
been on the market for over a decade with a very strong market base in California. It is still early
in the product lifecycle and Rockwell Automation has asserted this platform will be supported well
beyond 15-20 years, based on previous lifecycles with PLC-5, SLC-5 products. There are two
versions of the CompactLogix platform we selected for the control system architecture. The
CompactlLogix L24 is a good choice for remote sites with consolidated power, networking, limited
I/O and simple functionality. The CompactLogix L33 is a good choice for Tapia WWTP, Westlake
Filter Plant or any location where the Flex I/O will extend the I1/O monitored and controlled. There
are memory limitations with the CompactLogix L33 processor, but after two rounds of review,
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Rockwell Automation validated that the 1/0 requirements at Tapia WWTP will work with the
PlantPAx architecture.

The substantial install-based of processors and the reliability of the supporting software tools to
support the hardware (Logix base software) have a wide acceptance in the market. The return
rate and failure rate was very low on the CompactLogix and Flex I/O platforms

Figure 3-1 — Rockwell Automation CompactlLogix L24 & L33 controllers

For the Schneider Modicon PLC controllers selected, we determined there is a good market base
in the Momentum and M340 platforms. The Modicon Momentum platform has been on the market
for over two decades. Modicon has smartly modernized this platform without abandoning the
form-factor. Momentum Unity Pro base PLCs are reliable and have a good track-record in the
market. As a result, the Modicon vendor has recommended that Momentum installations do not
require complete replacement, but a simple replacement of the “top hat” module. This will
change to Ethernet-based, Unity Pro compatible processor. This will upgrade the PLC to use the
Unity Pro software application while using the existing 1/0 terminal base. The Modicon M340 is a
newer product in the lifecycle, but was launched in 2007. This rack-based solution brings good
memory, power and modularity, but has some limitations in Remote I/O supported via Ethernet
and ease of significant in-panel expansion (typical with most rack-based PLC platforms). The
M340 does have limitations in remote 1/O capability, as any additional M340 1/O bases have to be
connected via Modbus Plus data bus not Ethernet, which has distance limitations.

Figure 3-2 — Schneider Modicon Momentum & M340 controllers

For the Emerson Ovation PLC controller selected, the Emerson vendor determined that the
compact OCC100 platform would be ideal for the 1/0O quantities identified at Tapia WWTP,
Westlake Filter Plant, and Water Operations sites. The OCC100 is approximately 60% less cost
than the OCC400 controller (the controller used at Rancho Composting Facility) with many of the
strengths and features of the standard Ovation system.
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The OCC100 is just now in production and is in the infancy of the product lifecycle. Based on
information from Emerson, they anticipate the first installations of this product to occur by April
2018. Some intangible costs may be associated with the OCC100, as the form factor of the
product may require more significant modifications to the existing control panels at the remote
sites.

Figure 3-3 — Emerson Ovation Compact Controller (OCC100) shown without I/O modules

Comparison of the MTBF and reliability data provided from the vendors indicates that all the
vendors have robust hardware that will generally last 40-50 years, which outlasts the 10-15 year
target range identified in this evaluation. It was difficult to get solid data on MTBF, as the vendors
calculated the information differently. However, Rockwell Automation reliability numbers were the
highest reliability, exceeding 50+ years for processor and remote 1/O solutions. Reliability of
hardware can be difficult to compare, based on the fiscal realities of maintenance. For example, if
failed items (such as a power supply) were cheaper to replace than to return/repair, end users
generally opted to not return or repair the hardware. This leads to reliability numbers which may
be skewed for common hardware items, such as power supplies.

As a result, one of the best strategies for mitigating hardware failures is to standardize the
hardware as much as possible and maintain limited shelf spares for processors, power supplies
and I/O modules.

3.1.2 Software & Communication Reliability

Your team noted concerns with comparison between Modbus TCP and Rockwell Automation CIP
protocol. Based on initial investigation, we determined that Modbus TCP does have a slightly
more compact structure, but the CIP will not provide a prohibitive bandwidth. In particular, this
seemed to be a factor for radio communication to remote sites. However, when using the 902-928
MHz bandwidth for radio telemetry, the bandwidth limitations are minimal.

This software reliability topic also focuses on the reliability of communication and tolerance for
interrupts to the communication system. Based on initial research we determined that the
communication differences we looked at are minimal and will not create any substantial impact to
the performance of the SCADA system. In the case of Emerson Ovation system, the proprietary
bus communication uses Ethernet IP for communication between the control room and the
controller nodes. The bandwidth requirements were not fully vetted or identified, but Emerson
validated that communication via Ethernet radio was viable.

As part of the communication reliability between the centralized SCADA system and the remote
sites, especially in the Water Ops system, the telemetry system will require upgrades. The current
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radio and PLC hardware will not support Ethernet communication. As a result, when the PLC
hardware is upgraded the telemetry system must be replaced at the same time. The overall
architecture for the Water Ops system may remain similar, but all serial radios will need upgrade
to Ethernet radios. The antenna cable and antenna infrastructure may remain the same, as we
recommend maintaining the existing radio frequency of 902-928 MHz.

3.1.3 Standardized Logic

We noted a chief concern in the workshop meeting regarded standardization of the PLC and HMI
functionality so that the District will gain more autonomy and ability to support the PLC logic and
HMI applications. Specifically, the District wants the ability to solicit support from a variety of
system integrators and yet get the same quality of PLC logic. Your team is looking for
standardized solutions supported by the vendor, not just applications that are the product of an
arbitrary or specific system integrator’s template. For this evaluation, the more standardization
supported by the vendor resulted in higher scores in the decision matrix.

The Rockwell Automation solution evaluated is widely advertised as their PlantPAx solution. This
approach is dependent on running Rockwell Automation PLC and HMI applications. When using
PlantPAx, your team and your chosen system integrator(s) can implement vendor-supported
templates which are validated to perform in the specific application. Additionally, by using the
vendor-supported templates, the Rockwell Automation tech support staff will be able to provide
easy support troubleshooting or resolution for any PLC logic or HMI function. Even if the
PlantPAx solution is not implemented, the Rockwell Automation PLCs have advanced Add-On
Instructions (AOIs) which support object-oriented programming, including nesting of multiple
levels of objects.

The current Schneider Modicon and Wonderware solution relies on tag-based mapping to
translate the data from Modicon Unity Pro application to Wonderware InTouch application.
However, the new Wonderware System Platform solution allows for object-oriented connection
direct to the Unity Pro application and the controller. The Unity Pro software uses DDTs (Derived
Data Types) and DFBs (Derived Function Blocks) and has good function block utilities, which
allows the user to create standardized tag and logic templates. Wonderware System Platform
uses object templates that can parallel the Unity Pro DDTs. The new Wonderware System
Platform objects can be display side-by-side with the older Wonderware InTouch application. As
a result, this allows your team to implements the new SCADA graphics without having to abandon
the old SCADA application in an “all or nothing” approach. This approach can be tedious and add
more development/programming time to SCADA application.

The Emerson Ovation solution has standardized logic that is maintained by the vendor, as they
self-perform implementation of their DCS system. As a result, there is standardization at the
vendor level. They have maintained multiple iterations of Ovation DCS and develop updates to
the system on a yearly basis. From information provided by the vendor, it seems that periodic
updates are required to implement major updates.

3.1.4 Alarm Management

Alarm management strategies have had significant improvements in the last five years, especially
with the advent of the ISA 18.2 Alarm Management standard. Improved alarm management can
reduce the workload and improve situational awareness for the operator. SCADA software
platforms have integrated functionality to aggregate alarms, shelve alarms, and better identify
alarms as part of their standard offering. Alarm management should help operators identify the
root cause behind the alarm notification. Additionally, the alarm management should give
operators a flexible approach to properly deal with non-critical alarms

Based on initial investigation, we determined that Rockwell Automation and Emerson have the
most sophisticated alarm management, where the SCADA software application does incorporate
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the recent ISA standard. Furthermore, Rockwell Automation has developed PLC-level objects
and functionality for alarm management. This increases the reliability of the alarm management
approach, since the PLC platform has a statistically higher MTBF than alarm management
software running on a standard computer workstation or server.

Wonderware System Platform does have the ability to provide alarm severity and management,
but the features associated with this functionality require more customization and scripting than
that required of the other vendors. However, System Platform structure does allow for easy
filtering based on “Area”, which is pre-built into the structure of the application.

Alarm notification (via phone, text or e-mail) is a critical part of alarm management, especially
when your operators are typically not occupying the control room on a regular basis. Based on
interviews with your team, it was clear that your operators are frequently in the field and not in
front of the SCADA application. As a result, the alarm notification system holds a priority in any
future upgrade.

For Emerson Ovation, the alarm notification is integral to their system. For Rockwell Automation
and Wonderware, there are third party solutions recommended for alarm notification. As noted in
the investigation above, the styles of alarm notification vary at each facility. We recommend that
improvements in the alarm notification system to allow for more redundancy. This will provide
more confidence in the alarm system.

3.1.5 Data Storage & Retrieval

Based on feedback received from your team, we included an evaluation of the Historian software
included as part of any SCADA software package. The Historian software is critical for long-term
storage of key process data, parameters, events and alarms. Effective trending is dependent on
efficient storage and retrieval from the Historian server. We evaluated the reliability, ease of
configuration and effectiveness of data retrieval of the Historian products.

Wonderware Historian is a robust platform, using SQL database “under the hood”. Wonderware
System Platform integrates extremely well with Historian, such that very little configuration is
required to add tags into the Historian from the System Platform IDE. The Wonderware Historian
Client tool is very user-friendly and provides intuitive interface for users. Previous versions of
Wonderware Historian have had challenges with the speed of data retrieval for trends and
queries using the Historian client or embedded InTouch trends. Wonderware System Platform
2017 release has resolved many of the speed issues. Wonderware also offers Excel plug-in tools
that allow managers and technicians to combine SCADA data with other lab, maintenance, or
operational data in a simple spreadsheet retrieval. Wonderware reporting can be very simple
using SQL Server Reporting Services (SSRS) or Dream Reports, offered by Wonderware.

Rockwell Automation FactoryTalk Historian also uses SQL database for data storage and
retrieval. This solution was formerly OSI Pi and integrated into the Rockwell Automation product
suite over 10 years ago. The FTHistorian solution is a well-integrated solution, as PlantPAx
integrated architecture allows the Historian to see down to the PLC objects/tags with ease.
Rockwell Automation offers several Historian client options: Processbook, VantagePoint dash-
board display, and Excel plug-in tools are very helpful features for managers and technicians.

Emerson Ovation Process Historian also uses SQL database. Sequence Of Events (SOE) history
review tool supports the retrieval of this data into a chronologically ordered list in response to
queries. The operator can access alarms, events, and other process data to analyze upset
conditions or alarm events. The scalability of the Ovation controller is good, as it can handle up
to 200,000 tags, though the pricing received from vendor did not indicate this tag count. Ovation
supports reporting via SAP Crystal Reports, which is a powerful but expensive reporting platform.
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3.2 Total Life Cycle Costs

Your team has emphasized that total life cycle costs is not the most important metrics, but a very
key metric that will support their decision for SCADA upgrades in the future. In our evaluation, we
determined total lifecycle costs to be comprised of the following:

* Initial Installation Costs

»  Operations & Maintenance Support Costs

e Training Costs

3.2.1 |Initial PLC Hardware Costs

Using the PLC inventory developed by the District and our field investigations, we made design
decisions to provide the most reliable and standardized PLC infrastructure with the lowest
possible cost. We developed a preliminary PLC architecture for each of the water systems using
these criteria. Based on our industry experience and these criteria, we selected the best offerings
from the hardware vendors.

Several of the assumptions and decisions we made provided the most consistency in the
comparison of the PLC hardware vendors. Here are the decisions that led to our PLC hardware
selection and basis for hardware comparison:

- Tapia WWTP:

o We targeted reduction of the PLCs, using Remote I/O racks where possible to
consolidate PLCs. We generally focused around each of the major plant
processes.

o Where the existing PLCs had a significant number of 1/0, we opted to use the
Medium PLC (CompactLogix L33 and M580). We validated that expansion and
memory capacity of these controllers for the functions identified. For Rockwell
Automation PLCs, we revisited the memory requirements with the vendor. They
validated that the CompactLogix L33 could serve a PlantPAx approach in the
Tapia WWTP application.

o For the replacement of the Filter PLCs and other PLCs with limited 1/0, we opted
to use the Compact PLCs (CompactLogix L24 and M340). We chose to use
Individual Filter PLCs to provide the maximum process redundancy for the plant.

- Water Ops:

o We targeted use of Compact PLCs throughout.the system, as there are limited
I/O and functions per site.

o For existing Momentum PLCs, we opted to retain the existing installation and
simply replace the Momentum PLC “top hat”. We chose to use an Ethernet-
based Unity Pro version of the Momentum PLC. This helped reduce the
Schneider Modicon PLC costs for these sites.

- Westlake Filter Plant

o We did not consolidate the existing PLCs at this facility, as there is already a
limited number of PLCs. We chose to use Individual Filter PLCs to provide the
maximum process redundancy for the plant.

o We opted to use a blend of the Compact and Medium PLCs, based on the I/O
and memory requirements. At this facility, all the Modicon PLCs were selected to
be M340s. Due to memory limitations of the CompactLogix L24, we opted to use
CompactlLogix L33 for PLCs with more 1/O and memory requirements (such as
the main Plant PLC,

o For the replacement of the Filter PLCs and other PLCs with limited 1/0, we opted
to use the Compact PLCs (CompactLogix L24 and M340).

After we developed the proposed PLC architecture, we tasked vendors to provide cost estimates
for the PLC hardware replacement. We ensured that vendors based quotes upon standard
system integrator pricing and not project-specific pricing.
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We focused our cost comparisons on PLC hardware replacement. We did NOT include all project
costs associated with replacement of these PLCs. We considered the costs associated with
standard control panel hardware (power supplies, terminal blocks, relays, etc.), telemetry and
other hardware appurtenances equal across the proposed vendor options. These are not
included here.

To provide equitable comparison of the PLC hardware and reduce the number of PLCs at the
Tapia WWTP and Westlake Filter Plant, we provided vendors with the anticipated PLC
architecture and locations where Remote I/O would be feasible.
- For example, at the Tapia WWTP Centrate process area, we identified PLC 96 would be
the primary PLC, while functions for existing PLCs 95 and 97 would be accomplished via
Remote 1/0.

We received quotes from Rockwell Automation and Schneider Modicon vendors, which broke
down the costs to the individual component level. We have provided a sample cost break-down
for the Tapia WWTP in Appendix C. We did not receive a cost breakdown from Emerson Ovation
hardware, but a lump sum quote. As a result, we evenly distributed the lump sum cost across the
PLCs in question.

As shown in the tables below, the Modicon PLC hardware solutions are the most cost-effective.

Table 3.2. — PLC Hardware Install Estimate of Costs for Tapia WWTP

PLC Location PLC/ Rockwell Modicon Ovation
Number | Site RIO Price Price Price

95 Centrate RIO $2,318 $1,846 $2,555

96 Centrate PLC $7,362 $8,608 $2,555
97 Centrate RIO $4,154 $2,493 $2,555

5 Chemical RIO $4,154 $2,049 $2,555

25 Chemical PLC $5,620 $7,899 $2,555
37 Chemical RIO $4,614 $2,660 $2,555
38 Chemical RIO $4,614 $2,333 $2,555
39 Chemical RIO $4,614 $2,660 $2,555
Control PLC $5,729 $3,087 $2,555

CP100 RIO $7,154 $4,412 $2,555

33 CP100 PLC $5,894 $8,005 $2,555
34 CP100 RIO $5,194 $3,706 $2,555
35 CP100 RIO $4,154 $3,413 $2,555
CP1000 RIO $4,614 $2,876 $2,555

7 CP1000 PLC $5,837 $7,755 $2,555

9 CP1000 RIO $5,070 $2,919 $2,555

29 CP1000 RIO $5,712 $2,633 $2,555
36 CP1000 RIO $1,920 $1,399 $2,555

3 Effluent PLC $4,449 $2,908 $2,555

41 Effluent PS RIO $1,796 $2,488 $2,555

4 Filters PLC $4,148 $2,780 $2,555
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10 Filters PLC $2,411 $1,900 $2,555
11 Filters PLC $2,411 $2,496 $2,555
12 Filters PLC $2,411 $2,496 $2,555
13 Filters PLC $2,411 $2,496 $2,555
14 Filters PLC $2,411 $2,496 $2,555
15 Filters PLC $2,411 $2,496 $2,555
16 Filters PLC $2,411 $2,496 $2,555
17 Filters PLC $2,411 $2,496 $2,555
18 Filters PLC $2,411 $2,496 $2,555
19 Filters PLC $2,411 $2,496 $2,555
20 Filters PLC $2,411 $2,496 $2,555
21 Filters PLC $2,411 $2,496 $2,555
22 Filters PLC $2,411 $2,496 $2,555
8 Force Main 2 PLC $6,709 $3,610 $2,555
26 Headworks PLC $4,527 $6,912 $2,555
27 Headworks RIO $2,318 $1,580 $2,555
28 Headworks RIO $2,318 $1,580 $2,555
23 Lift Station 1 PLC $7,563 $4,061 $2,555
41 Lift Station 1 RIO N/A N/A $2,555
24 Lift Station 2 PLC $7,563 $4,061 $2,555
42 Lift Station 2 RIO N/A N/A $2,555
$165,888 $132,585 $107,310

Table 3.3. — PLC Hardware Install Estimate of Costs for Water Operations

Rockwell Schneider Emerson

PLC Location Automation Modicon Ovation
Number Site Price Price Price
205 3 Springs PS $2,355 $2,859 $2,161
203 Agoura PS $3,010 $2,889 $2,161
204 Argos Valve $2,153 $1,050 $2,161
176 Calabasas Tank $2,153 $1,050 $2,161
114 Cold Canyon PS $2,153 $2,868 $2,161
154 Conduit PS $2,355 $2,859 $2,161
202 Cornell PS $3,347 $2,362 $2,161
175 Dardenne PS $3,010 $2,194 $2,161
228 Equestrian Tank $2,153 $1,050 $2,161
224 JBR PS $2,355 $3,010 $2,161
107 Jed Smith PS $3,009 $3,010 $2,161
106 Jed Smith Tank $2,153 $1,050 $2,161
223 Kimberly PS $2,355 $2,859 $2,161
222 Kimberly Tank $2,153 $1,050 $2,161
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Rockwell Schneider Emerson

PLC Location Automation Modicon Ovation
Number Site Price Price Price
92 Latigo Tank $2,153 $1,050 $2,161
134 Lower Oaks PS $3,010 $2,194 $2,161
135 Lower Oaks Tank $2,153 $1,050 $2,161
163 LV1 Flowmeter $2,153 $1,050 $2,161
15 LV2 PS $2,153 $2,521 $2,161
108 McCoy PS $3,010 $2,194 $2,161
110 McCoy Tank $2,153 $1,050 $2,161
226 Morrison Tank $2,153 $1,050 $2,161
105 Morrison PS $2,355 $2,164 $2,161
179 Mulwood PRV $2,153 $1,050 $2,161
174 Mulwood PS $2,355 $2,164 $2,161
173 Mulwood Tank $2,153 $1,050 $2,161
178 Oakridge PS $3,010 $2,194 $2,161
209 Ramera Ridge Valve $2,153 $1,050 $2,161
136 Ranchview PS $3,010 $2,194 $2,161
113 Saddlepeak Tank $2,153 $1,050 $2,161
229 Saddletree PS $2,355 $2,859 $2,161
227 Saddletree Tank $2,153 $1,050 $2,161
208 Seminole PS $3,228 $2,889 $2,161
207 Seminole Tank $2,153 $1,050 $2,161
112 Stunt Road PS $3,010 $2,194 $2,161
162 Twin Lakes PS $3,010 $2,194 $2,161
164 Twin Lakes Tank $2,153 $1,050 $2,161
133 Upper Oaks PS $3,078 $2,194 $2,161
209 Upper Oaks Tank $2,153 $1,050 $2,161
156 Upper Twin Lakes PS $3,010 $2,194 $2,161
153 Warner PS $3,010 $1,050 $2,161
172 Warner Tank $2,153 $1,050 $2,161
206 Westlake PRV $2,153 $1,050 $2,161
155 Woolsey Tank $2,153 $1,050 $2,161
177 005 Flowmeter $2,153 $1,050 $2,161
2 Cordillera Reservoir $2,153 $2,070 $2,161
231 County Line Flow $2,153 $1,050 $2,161
103 Indian Hills Tank $2,153 $1,050 $2,161
232 Morrison PS $3,010 $2,194 $2,161
225 Oakpark PS $3,010 $2,444 $2,161
136 Parkway PS $3,010 $2,194 $2,161
104 Reservoir 3 $2,153 $1,050 $2,161
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Rockwell Schneider Emerson

PLC Location Automation Modicon Ovation
Number Site Price Price Price
1 RWPS $3,010 $2,194 $2,161
230 Westlake Wells $3,010 $2,164 $2,161
230 Westlake Wells $2,153 $1,050 $2,161

$136,734 $96,669 $118,855

As mentioned above, the Schneider Modicon vendor has recommended that Momentum
processors do not require complete replacement, but a simple replacement of the “top hat”
module, which will upgrade the PLC to use the Unity Pro software application while using the
existing I/0O terminal base. This approach helps reduce initial hardware cost for the
Schneider/Modicon solution.

Table 3.4. — PLC Hardware Install Estimate of Costs for Westlake Filter Plant

Rockwell Schneider Emerson
PLC Location Automation Modicon Ovation
Number | Site Price Price Price
23 Plant $7,454 $4,257 $2,804
11 Filter 1 $2,651 $2,581 $2,804
12 Filter 2 $2,651 $2,581 $2,804
13 Filter 3 $2,651 $2,581 $2,804
14 Filter 4 $2,651 $2,581 $2,804
15 Filter 5 $2,651 $2,581 $2,804
16 Filter 6 $2,651 $2,581 $2,804
17 Filter 7 $2,651 $2,581 $2,804
18 Filter 8 $2,651 $2,581 $2,804
19 Filter 9 $2,651 $2,581 $2,804
20 Filter 10 $2,651 $2,581 $2,804
21 Filter 11 $2,651 Existing M340 $2,804
22 Filter 12 $2,651 Existing M340 $2,804
25 LCP 25 - Chemical $4,276 $2,334 $2,804
26 LCP 26 - $4,575 $2,689 $2,804
27 LCP 27 - Torchwood Tank $2,817 $2,581 $2,804
14A RTU - 14A - Pump Station $6,854 Existing M340 $2,804

$57,788 $37,671 $47,668
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3.2.2

Initial HMI/SCADA Software Costs

Using the SCADA applications developed at each facility and investigation of field functionality,
we tasked vendors to provide standard cost estimates for the HMI software replacement. We
requested that vendors base quotes/cost estimates upon standard pricing and not project-specific

pricing.

Initial cost estimates for HMI application software were focused on the following considerations
for upgrade:

Upgrade from current HMI application to a more robust and redundant architecture:

o This was applicable for all vendors, including Wonderware. The current
Wonderware InTouch application needs additional redundancy and upgrades to
provide a robust SCADA application.

Upgrade to integrate with new PLC platform selected

o This is applicable for all vendors, including Wonderware. Each HMI application
will require engineering and programming work to integrate the existing graphics
and functions to the new PLC logic. By moving to standardized, object-oriented
approach for PLC logic, there will be less work to integrate with the SCADA
application. However, the engineering costs associated with the PLC logic and
SCADA software are still significant to incorporate PLC logic and HMI functions
into the upgraded system.

Change from current HMI application to another vendor:

o This includes Wonderware System Platform, Rockwell Automation and Emerson
Ovation solutions, as these would require new software licensing, configuration
and implementation to match the existing Wonderware InTouch application.

= The transition from Wonderware InTouch to System Platform provides
more flexibility for the District to maintain the existing application and do
a progressive upgrade

0 This work includes the cost to build up the new HMI application to match the
graphics and process functions. This also included the software licensing
associated. This did not include time required for integration to the PLC, as that
of PLC hardware replacement, SCADA software replacement. We considered
the costs associated with standard control panel hardware (power supplies,
terminal blocks, relays, etc.), telemetry and other hardware appurtenances equal
across the proposed vendor options.

Table 3.5 - Initial Software Costs Comparison

Total Total Total Total
(Rockwell (Rockwell- (Schneider- (Emerson
Automation Wonderware Wonderware Ovation
Software Licensing $ 113,200 $ 53,000 $ 50,000 $ 133,500
Estimated
Engineering/Implementation $ 900,000 $ 900,000 $ 900,000 $ 1,130,000
$ 1,013,200 $ 953,000 $ 950,000 $ 1,263,500

Note that Table 3.5 is not a total cost estimate for the upgrade of the District control systems.
Rather the table is focused on the costs specifically associated with the software upgrades and

modifications.
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3.2.3 Operations & Maintenance Support Costs

We recommend that an upgrade of SCADA server storage, memory, or software be required
within a 10-15 year span. We suggest your management team budget for at least one
replacement of this during the 10-year cost cycle, which is good practice and included in our
estimate for O&M costs.

Additionally, the largest recurring cost is the SCADA licensing and support. The more costs are
consolidated across both PLC and HMI components, the more efficient the support costs. The
annual licensing and support costs of Rockwell Automation and Schneider-Wonderware differ by
an estimated $10,000, as shown below in Appendix B.

Even though Wonderware and Modicon are both under the Schneider “umbrella”, there are
separate support and licensing costs associated with each software. As Wonderware and
Schneider have separate distributors and support for the PLC and SCADA software packages.
These costs are shown in Appendix B. Conversely, there is just one support cost for PLC and
HMI support for a Rockwell Automation solution. For purposes of the cost estimate, we
separated the Rockwell Automation costs to roughly show the split, according to the Rockwell
Automation vendor.

3.2.4  Training Costs

Initial investigation revealed that training costs were roughly similar between the various vendors.
It seemed that the approximate cost per a standard programming class ranged from $1200-$1600
per day. However, on-site training is available from most of the vendors if a large enough class
attends. Distributor options for training appear to have the least cost, but may have limitations in
the training content.

Training offerings and availability from Rockwell Automation and Wonderware are driven by both
the vendor and their distributors. Both vendor and distributor are promoting local training
opportunities on a regular basis. Training availability for Emerson Ovation seems more specific to
their San Diego or other offices outside of the Southern California region. Costs associated with
these training will have to factor in longer time “out of pocket” and more travel time/expense.

3.3 Ease of Use & Integration

3.3.1 Hardware

Based on information from the District, there is concern about the ease of hardware installation,
but more importantly, the modularity of the hardware to facilitate hardware expansion in the
future. Specifically, staff is hopeful that the new PLC platform can easily accommodate expansion
without abandoning the current installation.

All three vendors have modular solutions which allow for expansion. The challenge in our
evaluation was to rank that hardware based on ease of expansion and ease of modularity for the
District.

The Modicon M340 and M580 solutions are rack-based solutions. This creates a modular
functionality but it does create limitations for expansion. The M580 allows for Remote I/O via
Ethernet, while the M340 has limitations in supporting Remote 1/0. Modicon recommends
extending the M340 using the Modbus Plus bus connect to additional M340 racks (up to 3 total), if
within a limited distance. The Momentum controllers are also modular and add new cards by
extending the Modbus Plus bus to the next chassis. The physical space required for the M340 or
Momentum solutions is modest and will likely fit in existing District panels.

Additionally, we noted that the M340 and M580 backplanes are also different, so if the District
selects Modicon PLC, they should expect standardization around two types of backplane. If only
M340 is selected, this would limit opportunities for Remote I/O in Tapia or Westlake facilities.

Las Virgenes Municipal Water District 24



LVMWD SCADA Evaluation

The Rockwell Automation CompactLogix solution is modular and expandable without modifying
an existing installation. The CompactLogix platform can support Remote /O via Ethernet, but in a
different form factor. The Rockwell Automation Flex I/O base provides the Remote I/O
expandability for the CompactLogix. The physical space required for the CompactLogix solution is
modest and will likely fit in existing District panels.

Similar to the M340 and M580 comparison, the in a few locations where a larger PLC is required,
the Rockwell Automation ControlLogix PLC is a different style backplane so will require a second
style of backplane.

The Emerson Ovation solution (OCC100) is a new product, so we were unable to view
installations of this product. However, based on the Emerson documentation, the main controller
supports an expandable amount of I/O, but it seems that the District may be required to select the
layout/configuration in advance. We estimate that the physical space required for the OCC100
and the supported 1/0 modules may exceed the existing control panel size.

3.3.2 Software Development

Fault tolerance for SCADA system hardware and software, in general, relates to the criticality of
the water and wastewater systems, especially in upset or failure conditions. In most cases, the
criticality of the function of one remote site does not dictate redundant hardware, software or
telemetry. The District does not currently have SCADA server redundancy or redundant PLCs.
We anticipate that this will be the most problematic for a critical failure in the SCADA software or
hardware.

As a result, we suggest that any SCADA platform selected be tailored around a more fault-
tolerant approach. In this case, we evaluated the ability for the SCADA software to plan for
disasters and support a disaster recovery plan for the most common failures or events. This is
recommended to reduce downtime, should a failure in your SCADA software or hardware occur.
Industry best practices have continued to drive toward the virtualization of software operating
systems to provide hardware independence/flexibility, ease of recovery, and redeployment and
reduction of hardware requirements.

The following is the recommended Server configuration to add virtualization, increase redundancy
and increased disaster recovery capability. We used this architecture as the basis for comparison
across the three vendor solutions:

- Server/Host 1
o VM1 — Domain Controller, Primary
o VM2 - SCADA Application Server, Primary w/Alarm Notification
0 VM3 — Terminal Server, Primary
0 VM4 — Development Workstation
- Server/Host 2
0 VM5 — Domain Controller, Secondary
0 VM6 — SCADA Application Server, Secondary w/Alarm Notification
o VM7 — Terminal Server, Secondary
0o VM8 — Historian Server
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Table 3.7 — Selected SCADA Software for evaluation

Rockwell Schneider Emerson
Automation Wonderware/Modicon Ovation
PLC Software Studio 5000 Unity Pro Ovation OC100
HMI Software FactoryTalk View SE System Platform Ovation

There were several important factors for evaluating the ease of software implementation,
including the following:

- Standardized structures, objects, and logic

- Object-oriented approach to structures, logic, and graphics

- Vendor supported standardized structures and objects

The Wonderware InTouch platform, which is currently in-place at the District, is a tag-based
system and does not fully support an object-oriented approach to interface with the PLC logic. As
a result, our evaluation targeted the Wonderware System Platform application. This software
package is the latest offering from Wonderware and the best consideration for comparison to the
other software vendors. Wonderware System Platform is a very robust and object-oriented
software tool. By focusing our evaluation on this software, all the SCADA options on the table will
require an upgrade to implement the SCADA recommendations.

The Modicon Unity Pro software is a very robust PLC program. Unity Pro leverages industry
standard programming structures and includes many pre-defined function blocks. One of the best
features is the ability to create customized and modular function blocks for a given object or
process. These function blocks can be modified during runtime, unlike some of the other vendors.

For communication between the Modicon PLC and Wonderware System Platform, many System
Integrators have relied upon the Modbus TCP communication driver. Your current system uses
Modbus TCP drivers for communication to the Wonderware InTouch application. For purposes of
this evaluation, we updated to compare the Schneider IP communication driver, called OPC
Factory Server (OFS). This protocol allows for communication of objects from the Modicon Unity
Pro tags to the Wonderware System Platform objects without specialized tag-mapping, scripting
or third party interface. The OFS tool was developed by Schneider Modicon.

The Rockwell Automation Studio 5000 and FactoryTalk View SE platform work together in a
vendor strategy called PlantPAx. This approach matches the same logic structures and objects
from the PLC platform to the HMI platform. As a result, there is a high degree of synchronization
between the software and the communication using the Allen Bradley CIP protocol, which is
widely supported by Rockwell Automation. The Studio 5000 logic, structures and objects are also
supported by Rockwell Automation, not just the local system integrator. As a result, the on-going
support and standardization of the application earned a high ranking in this category. This is a
significant “value-add” feature for this vendor and was a slight differentiator in the Standardization
ranking of the Decision Matrix.

3.3.3 Situational Awareness integrated

Situational Awareness (SA) graphics used in HMI systems have become increasingly in demand
for water agencies. Many industries have used this approach for years, as operators need their
attention on the most critical events in the system and not distracted by nuisance or minor events
or information. The industry best practice calls for Situational Awareness graphics to achieve a
highly functional HMI and reduce workload on the operator.

Both Wonderware and Rockwell Automation have made strides in recent releases of their
software to stay current with industry best practices for HMI graphics. These SA toolkits provide
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the SCADA software developer with more pre-built options that can be implemented into future
graphics.

More information is required from Emerson Ovation about embedded situational awareness
graphics. The graphics provided at the Rancho facility did not contain the level of situational
awareness consistent with the current industry best practice.

3.3.4 Data storage and retrieval

Access to historical data and configuration of the Historian both factor into the ease of use. The
configuration requirements include selection of process data to be stored, ease and flexibility of
retrieval of historical data. Wonderware and Rockwell Automation solution both have excellent
Historian interfaces and data retrieval. In both software applications, once the Historian is
installed and connected to the network there is limited configuration required to identify historical
data points. Both Historian client applications are very intuitive and allow for flexible modification
of trends, queries, and reports. They leverage the strength of the SQL database, while running
operations to keep the file size and query time limited.

Emerson Ovation solution has good event recreation and sequence of events. The historian is a
well-integrated piece of the HMI application. Alarms, events, and historical tracking of these is
embedded in the development and retrieval tools.

34 Long Term Support

3.4.1 Distributor Support

The quantity of distributors within the region did not seem an appropriate metric for this
evaluation, though that was a factor in determining how robust the Distributor support was for the
vendors in question. The quality and support from the vendor-recognized distributor was an
important factor. From information collected and our experience, the Wonderware, Modicon and
Rockwell Automation distributors in the region are robust and well connected with the vendor.

It is important to note that Schneider distributors in the region are many, but we did not find that
all Schneider distributors were capable of supporting Modicon PLC support needs. Additionally,
the District would need to maintain two separate distributors to support Modicon and Wonderware
solutions. This may be a slight drawback in comparison. However, the hybrid solution, using
Rockwell and Wonderware would also require two sets of distributors as well.

The Emerson model of business does not include distributors, so the District is required to get all
their support from the Emerson San Diego office. This does create a limitation in support
compared to the local distributors.

3.4.2 System Integrator Support

One of the biggest concerns that your team noted during the workshop was the ability to use
multiple system integrators to implement modifications or perform troubleshooting. Currently the
District is limited in their choices of system integrators. Part of this is due to the scarcity of system
integrators who will support older version of Modicon; another factor is the lack of standardization
and unnecessary complexity.

Table 3.8 — Number of regional recognized System Integrators, per vendor

Rockwell Schneider Emerson
Automation Wonderware/Modicon Ovation
System Integrators 7 5 1
Las Virgenes Municipal Water District 27
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Wonderware, Modicon and Rockwell Automation have programs to certify and recognize system
integrators who are skilled with their product and can provide excellent performance using their
product. This category was comparable between the Rockwell Automation and Schneider
solutions.

Emerson does not follow the model of local system integrators. As a result, there is only the
Emerson San Diego office that supports Ovation clients in the region. They have a team of
engineers and technicians that support all the California-based installations.

3.4.3 Availability of Training

Initial investigation revealed that centralized training availability is comparable between the
various vendors. Rockwell Automation, Wonderware, and Modicon, all have specific offices or
facilities in the region that conduct training on a regular basis. However, the Rockwell Automation,
Wonderware and Modicon vendors provide distributor-based training on a more frequent basis
and in the local area.

Based on interviews with staff and other distributors, it appears that training focused by
Distributor or vendor in local settings have as much value as training conducted in the central
facilities. In the case of Emerson, the training is generally conducted in Eastern U.S., but their
San Diego office does support training.

In addition to the availability, we evaluated the number of trainings required, how well the
distributor trainings integrated with the vendor training. In particular, we noted that the Schneider-
Wonderware solution would require two completely separate training curriculums, adding some
increased costs and time for your staff. For example, Unity Pro training and Wonderware System
Platform training are hosted by two completely separate distributors who apparently have little
interface between them.

By contrast, we noted that the Rockwell Automation offerings have more cohesiveness between
the local Distributor and the vendor, where Rockwell sponsored events through the Distributor are
commonplace. Additionally, we noted that Rockwell Automation training is targeted toward the
PlantPAx platform in a comprehensive training, which addresses both the PLC and HMI
functions. This does not necessarily reduce the training hours, as training is still required in both
areas, but it does provide training efficiencies for your team.

Emerson Ovation was evaluated for the training, though not as much information was available at
the time of this report. Similar to Rockwell Automation, the training is a comprehensive training of
both the controller-level logic and the HMI functions for operator interface. However, based on
the training course offering, these courses are broken into several pieces.

3.4.4 Vendor Lifecycle History

One of the best metrics for future performance is past performance. As a result, this category
focused on previous lifecycle history for the vendors selected.

Schneider Modicon has a good track record for lifecycles in their Quantum and Momentum PLC
platforms over the last 20 years. The vendor has created transitions The M340 and M580
controller platforms are newer and early in their lifecycle. The software platforms used Unity Pro
and Wonderware have decent backward compatibility for older versions.

Rockwell Automation has a proven track record for their PLC-5, SLC, CompactLogix, and
ControlLogix PLC platforms over the last 20+ years. They have created legacy support programs
specifically to continue manufacturing and supporting the hardware, without changing form
factors or requiring additional hardware. Additionally, the software platforms used to support the
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PLC and SCADA software have a long track record with compatibility across the many versions
(Logix series).

Emerson Ovation approach to maintaining the DCS lifecycle is continuous updates and
improvements. Emerson manages multiple supported versions of the DCS system. At strategic
they recommend their “Evergreen” upgrade programs to keep end-users on the most current
version of hardware/software. The Evergreen program does require additional cost for each
significant upgrade of the system.

Las Virgenes Municipal Water District
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3.5 Cybersecurity

Your team noted concerns with cybersecurity, though this was not identified as a decision factor
in the decision matrix. Based on industrial control system security best practices, it is clear that
PLC and HMI software platform security must start at the infrastructure layers above the PLC and
HMI applications. To optimize the security of the control system, physical and network access to
the PLC and HMI hardware/software should be tightly governed by implementing industry best
practice, including:

- Proper and frequent management of access control to the control system network and
applications, including formal procedures for when employees start or finish work at the
agency.

- Use of employee specific access control/permissions and not common access for groups
(i.e. do not use “Operator” as user access name).

- Locate control system networks and remote devices behind firewalls, and isolate them
from the business network.

- Physical controls should prevent an unauthorized person from accessing the control
system servers or controllers.

- All programming software should be kept in locked cabinets and should not be connected
to any network other than the control system network.

- Laptops that have connected to any other network besides the control network should not
be allowed to connect to the control networks without proper scanning/cleaning.

- Minimize network exposure for all control system devices and/or systems, and ensure
that they are not accessible from the Internet.

- When remote access is required, use secure methods, such as Virtual Private Networks
(VPNs), recognizing that VPNs may have vulnerabilities and should be updated to the
most current version available. Also, recognize that any VPN is only as secure as the
connected devices.

From our site visits and the gathered information, it is clear that the District does implement these
security best practices. Your team has taken care to create separation between the business and
control system networks, ensuring that remote connections are made thru secure VPN channels.

In evaluating the vendor hardware/software, we determined that all the vendors evaluated have
experienced periodic vulnerabilities. The Department of Homeland Security (DHS) has an ICS-
CERT team that evaluates the vulnerabilities of control system platforms across a wide variety of
vendors. For example in early 2018, ICS-CERT issued an alert regarding “CPU hardware
vulnerable side-channel attacks”, which identified Schneider, Wonderware, Rockwell Automation,
and Emerson products as vulnerable to the compromise.

All the control system vendors have responded to these increasing security threats and
vulnerabilities with updates to the hardware and software applications in the last 5+ years. For
example, Rockwell Automation has added a FactoryTalk Security integrated tool that is used limit
access to individuals with a legitimate need. Similarly, Schneider has integrated cybersecurity
improvements into Unity Pro software and M580 product line releases. These factors do impact
product reliability and long-term viability and should be a consideration for the final product.
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3.6 Decision Matrix

To provide an objective comparison between the vendors, we used a weighted decision matrix to

evaluate each of the criteria presented above. Your team provided the weighting factors and we
provided the ranking. The rankings provided under four main criteria are based on multiple

factors, including the following:
- Cost estimates from the vendors

- Reliability statistics from the vendors
- Lifecycle information from the vendors

- Evaluation of key hardware and software features of each platform
- Project experience with vendor platforms
- Comparison of the hardware/software with industry standard functionality

We used the following scales for the evaluation criteria and ranking:
- Criteria:  Scale of 1 to 5, where 5 is the most critical and 1 is the least critical
- Ranking: Scale of 1to 10, where 10 is the highest rank and 1 is the lowest rank

As a result, the maximum scores for each category are shown in Table 3.9 below.

Table 3.9 — Decision Matrix Criteria Maximums

. . Importance Maximum

Evaluation Criteria Factor Ranking \F;oint
alue

Operational Function & Reliability 5 10 50

Life-Cycle Costs 4 10 40

Ease of Use & Integration 3 10 30

Long Term Support 3 10 30

Totals 150
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4, Recommendations & Conclusion

The District has a unique opportunity to standardize and modernize its SCADA systems to meet
current and future service needs. Your team made a prudent decision to evaluate its options prior
to advancing forward with a SCADA system upgrade that needs to support them for at least the
next 10-15 years. Once implemented, the new SCADA system will provide operators the
capability to focus on the most important process issues, reduce the downtime associated with
non-standard hardware and programs, and have more autonomy and control over
modifications/expansions to the system. By performing this evaluation and making an informed
decision your team will have a SCADA system that will meet your criteria.

We found that all the vendors and solutions evaluated have good solutions. The challenge is to
pick the best one for the District. Our recommendations will provide you a solid footing for
making the best long-term decision.

41 Recommendations

The following recommendations will provide improvements to your existing SCADA system,
regardless of the vendors selected:

- Improve reliability of the SCADA systems by moving to more fault tolerant, redundant and
quick recovery solutions.

o Cannon recommends a virtualized solution and upgraded version of SCADA
software, for better redundancy and disaster recovery.

o Cannon concludes that a simple, effective way to implement a SCADA system
and prepare for disaster is to implement a minimum of two physical servers with
sufficient memory, storage, and processing speed to handle multiple virtualized
operating systems. This will allow redundant SCADA server applications to run in
parallel and other virtualized SCADA applications.

- Upgrade of telemetry system will be required, especially in the Water Operations system,
as each of the remote sites requiring upgrades will migrate away from natively operating
using serial communications. The M340 and CompactLogix controllers evaluated use
TCP/IP as the native communication.

o We recommend the District upgrade the sites to communication via a robust and
secure Ethernet radio system.

o The existing radio paths and ISM band antennas can be reused, reducing the
cost of the upgrades/installations of new Ethernet radios.

- We recommend that any upgrade of the Tapia WWTP PLCs focuses on saving cost by
consolidating to a fewer number of standardized processors with remote I/O to
accommodate field terminations in the local (or adjacent) cabinets.

- We recommend that your team implement a common alarm notification at all your
facilities. This will provide ease of use, troubleshooting, and repair for your
engineer/technician. We suggest a level of redundancy in the alarm notification, so your
staff will have an increase confidence that they are receiving all the necessary alarms.

Las Virgenes Municipal Water District 32

98



LVMWD SCADA Evaluation

4.2 Conclusion

The rankings of the Schneider Modicon/Wonderware and Rockwell Automation solutions are very
close, while the Emerson Ovation solution did not rank as well with the District’s criteria.

- Despite a higher life cycle cost, the Rockwell Automation solution scored higher in
reliability, standardization and support. The fully integrated options associated with
Rockwell Automation PlantPAx solution scored high in the evaluation. Additionally, the
installation base and product lifecycle slightly differentiated Rockwell Automation from
Schneider Modicon. We found that Rockwell Automation solutions provide high reliability,
excellent long-term support with a high degree of vendor-supported standardization. The
PlantPAx solution is a well-integrated solution for PLC and HMI functions, with all the
support coming from one vendor.

- Schneider solutions provide cost-effective solutions with similar reliability. However,
despite the improved cost, the District will sacrifice a level of standardization by choosing
this option. There is not a vendor supported standardized platform, so the District will
have a larger challenge of creating and managing the standardization during future
upgrade projects. The rating for reliability, support and standardization were impacted
slightly due to the fact that Modicon and Wonderware are both under the Schneider
umbrella, but do not necessarily act as one entity in implementation or support. The
hardware costs are less using the Modicon PLC hardware, but the SCADA software
costs are comparable to the Rockwell Automation solution, as Wonderware System
Platform implementation will require “ground-up” upgrade of the existing Wonderware
applications.

- Additionally, we considered a Rockwell/Wonderware hybrid which leverages the reliability
of the Rockwell Automation hardware and support while leveraging the existing
Wonderware HMI installation. The scores show that this option ranks almost as high as
the Rockwell Automation solution.

- If reliability is weighted as the highest priority, then Rockwell Automation solution is the
preferred solution for the District. The District will need to decide if the added costs offset
the differences identified.

- The next step for your District is to work with the selected SCADA vendor and develop
standardized tags, objects, logic, and graphics. Implementing a standardized approach
for all new, upgraded, or repaired sites will bring your District onto one common platform
and one common approach for future projects and for ongoing maintenance of the
system.
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ITEMB8A

June 26, 2018 LVMWD Regular Board Meeting
TO: Board of Directors

FROM: Resource Conservation & Public Outreach

Subject: Resolution in Support of the Water Supply and Water Quality Act of 2018

SUMMARY:

The State Water Supply Infrastructure, Water Conveyance, Ecosystem and Watershed
Protection and Restoration, and Drinking Water Protection Act of 2018, also known as the
Water Supply and Water Quality Act of 2018, would provide significant grants that can help
fund a variety of water infrastructure projects and programs, including the Pure Water

Project Las Virgenes-Triunfo. Adoption of a resolution in support of the bond measure that will
be on the November 6, 2018 ballot will permit staff to begin efforts to educate customers on
the benefits of the Act.

RECOMMENDATION(S):

Pass, approve, and adopt Resolution No. 2536, expressing support for the Water Supply and
Water Quality Act of 2018.

RESOLUTION NO. 2536

A RESOLUTION OF THE BOARD OF DIRECTORS OF LAS VIRGENES MUNICIPAL
WATER DISTRICT IN SUPPORT OF THE WATER SUPPLY INFRASTRUCTURE,
WATER CONVEYANCE, ECOSYSTEM AND WATERSHED PROTECTION AND
RESTORATION, AND DRINKING WATER PROTECTIONACT OF 2018

(Reference is hereby made to Resolution No. 2536 on file in the District's Resolution Book
and by this reference the same is incorporated herein.)

FISCAL IMPACT:

No

ITEM BUDGETED:
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No
FINANCIAL IMPACT:

There is no fiscal impact associated with expressing support for the bond measure.

DISCUSSION:

On June 12, 2018, the Board authorized staff to prepare a Resolution in support of the
Water Supply and Water Quality Act of 2018. The bond measure includes $400 million in
funding for water recycling projects. Passage of the bond measure on the November 6,
2018 statewide ballot would provide the District and its JPA with the opportunity to compete
for significant grant funds that could help pay for water infrastructure projects and programs,
including the Pure Water Project Las Virgenes-Triunfo. Upon adoption of the attached
Resolution by the Board, staff will begin efforts to educate customers on the benefits of the
Act should it be passed by the voters.

GOALS:
Sustain Community Awareness and Support

Providing factual information on the benefits of the Water Quality and Water Supply Act of
2018 will assist the District's customers in making an informed decision as to whether to
support or oppose the measure on the November 6, 2018 ballot.

Prepared by: Joe McDermott, Director of Resource Conservation and Public Outreach

ATTACHMENTS:

Resolution No. 2536
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RESOLUTION NO. 2536

A RESOLUTION OF THE BOARD OF DIRECTORS OF LAS VIRGENES
MUNICIPAL WATER DISTRICT IN SUPPORT OF THE WATER SUPPLY
INFRASTRUCTURE, WATER CONVEYANCE, ECOSYSTEM AND
WATERSHED PROTECTION AND RESTORATION, AND DRINKING WATER
PROTECTION ACT OF 2018

WHEREAS, California faces a growing list of challenges associated with
aging infrastructure, natural disasters, climate change, population growth and
other factors; and

WHEREAS, Las Virgenes Municipal Water District is entirely dependent
upon imported resources for its potable water supply; and

WHEREAS, the water community and top leaders including Governor
Brown agree that funding is needed to improve water supply reliability and
ecosystem health throughout the State of California; and

WHEREAS, a diverse group of stakeholders including water managers
has developed the State Water Supply Infrastructure, Water Conveyance,
Ecosystem and Watershed Protection, and Drinking Water Protection Act of
2018, also more commonly known and referred to as the “November Bond”,
“Jerry Meral Bond”, or here forth as the “Water Supply and Water Quality Act of
2018”; and

WHEREAS, sufficient signatures were collected to place a bond measure
for the Water Supply and Water Quality Act of 2018 on the statewide ballot for
consideration by California voters, which will provide much-needed funding to
advance statewide water supply and water quality projects; and

WHEREAS, if approved by voters, the measure would provide $8.877
billion in General Obligation bond funding for a wide variety of water supply and
water quality enhancement projects, including $400 million in funding for water
recycling projects that could provide a grant to help pay for costs associated with
the Pure Water Project Las Virgenes — Triunfo, which will help ensure safe and
reliable water for customers in the Las Virgenes Municipal Water District service
area; and

WHEREAS, the Association of California Water Agencies formally

supports the Water Supply and Water Quality Act of 2018 in that it will help
ensure safe and reliable water for communities throughout the State of California
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well into the future.

NOW, THEREFORE, BE IT RESOLVED, that the Board of Directors of
Las Virgenes Municipal Water District expresses its formal support for the Water
Supply and Water Quality Act of 2018 on the November 6, 2018 ballot.

PASSED, APPROVED, AND ADOPTED on June 26, 2018.

President

ATTEST:

Secretary

APPROVED AS TO FORM:

District Counsel
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ITEM 8B
INFORMATION ONLY

June 26, 2018 LVMWD Regular Board Meeting
TO:  Board of Directors

FROM: Resource Conservation & Public Outreach

Subject: Celebration of District's 60th Anniversary: Title Sponsorship of Reyes
Adobe Days

SUMMARY:

For the past several months, staff has been seeking opportunities to celebrate the District's
60th anniversary and show gratitude for the many partnerships that have supported the District
in providing excellent service to its customers over the years. Reyes Adobe Days, held in the
City of Agoura Hills from October 11th through 14th, was identified as an ideal event for this
purpose due to its focus on the history of the region and the large number of District
customers who normally attend. Additionally, the timing of the event coincides with the
anniversary of the formation of the Las Virgenes Citizens Committee for Water in October
1958 by Agoura's Postmaster Robert Boyd. The Citizens Committee was instrumental in
garnering support for the District to join Metropolitan Water District of Southern California on
October 11, 1960.

Staff recommends that the District participate in Reyes Adobe Days as a title sponsor, in the
amount of $10,000.

RECOMMENDATION(S):

Authorize participation in Reyes Adobe Days, held from October 11 through 14, 2018, as a
title sponsor, in the amount of $10,000.

FISCAL IMPACT:
Yes
ITEM BUDGETED:

Yes
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FINANCIAL IMPACT:

Sufficient funds are available in the adopted Fiscal Year 2018-19 Budget for sponsorship of
this event.

DISCUSSION:

Reyes Adobe Days is an ideal event to celebrate the District's 60th Anniversary and its theme
of recognizing "partners in service". The District's participation in the event as a title

sponsor would provide an opportunity to “piggyback” on an existing well-attended festival
without expending the time and resources associated with a separate District event. The
District has participated in Reyes Adobe Days as sponsor for many years but has not
previously been a title sponsor.

The event is a four-day celebration from October 11 through 14, 2018. As a title sponsor, the
District will be provided a role in the event's major activities, including a featured spot at the
Night at the Adobe on Friday and the parade on Saturday. Also, the District will receive
publicity as a title sponsor through direct mailings, social media, press releases, banners,
brochures and fliers.

GOALS:
Sustain Community Awareness and Support

Being a title sponsor at the event will help the District achieve several of its objectives as
outlined in the Strategic Plan, including promoting, encouraging and supporting efficient water
use. The event will also provide opportunities to engage with customers on the Pure Water
Project Las Virgenes-Triunfo, the District's water conservation programs and other major
undertakings. Sponsorship at the recommended level will also showcase the District's
continued commitment to serving as a community partner.

Prepared by: Joe McDermott and Mike McNutt, Resource Conservation and Public Outreach

110



ITEMO9A
INFORMATION ONLY

June 26, 2018 LVMWD Regular Board Meeting
TO:  Board of Directors
FROM: General Manager

Subject: Los Angeles County Safe, Clean Water Program Funding Measure

SUMMARY:

On July 10, 2018, the Los Angeles County Board of Supervisors will hold a public hearing to
consider placing a funding measure on the November 6, 2018 Ballot for it proposed Safe,
Clean Water Program. The program is intended to implement stormwater projects and
programs that improve water quality, increase water supplies and enhance communities.
Attached for reference is a copy of the County's fact sheet for the Safe, Clean Water
Program.

The funding measure consists of a parcel tax, in the amount of $0.025 per square foot of
impermeable area, assessed on private properties within the Los Angeles County Flood
Control District, excluding the Antelope Valley. If passed by a two-thirds vote, the tax would
generate approximately $300 million annually for the County of Los Angeles. The funds would
be allocated 10% to a District Program, 40% to a Municipal Program and 50% to a Regional
Program.

At the Board meeting, staff will be prepared to provide additional information on the proposed

funding measure and comments provided to-date by water agency stakeholders, including the
District.

FISCAL IMPACT:
No
ITEM BUDGETED:

No
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Prepared by: David W. Pedersen, General Manager

ATTACHMENTS:

County Fact Sheet on Safe, Clean Water Program
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ITEM 9B
INFORMATION ONLY

June 26, 2018 LVMWD Regular Board Meeting
TO: Board of Directors
FROM: Facilities & Operations

Subject: Community Choice Aggregation: Clean Power Alliance

SUMMARY:

California Assembly Bill 117 (2002) enabled municipalities and regional governments to
establish community choice aggregation programs to buy and/or generate electricity for its
residents and businesses. The Clean Power Alliance is a joint powers authority created to
serve as the community choice aggregator for Los Angeles and Ventura Counties.
Participation in aggregator-developed programs is optional for customers; however, enroliment
in the program is automatic unless customers opt out.

Attached is a fact sheet with more information on the Clean Power Alliance.

FISCAL IMPACT:

No

ITEM BUDGETED:
No

FINANCIAL IMPACT:

There is no financial impact at this time. However, future participation in the Clean Power
Alliance energy rate options could result in a cost-savings to the District.

DISCUSSION:
The passage of California Assembly Bill 117 in 2002 enabled municipalities and regional
governments to establish community choice aggregation programs in areas where municipal

power agencies are not already operating. Community choice aggregation is a program that
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allows cities and counties to buy and/or generate electricity for its residents and businesses.
The concept was implemented as a means to expand the availability of renewable energy
(solar and wind) rate options beyond those provided by traditional energy suppliers.

Following are the characteristics of community choice aggregation programs:

e Participation in community choice aggregation programs is optional.

e Enroliment in community choice aggregations programs is automatic; customers are required
to opt out, if desired, rather than sign up.

e The current utility provider (SCE) continues to provide the energy transmission, maintenance
and billing functions to customers.

¢ Community choice aggregation program rate options have higher renewable energy content
than current SCE offerings and advertise estimated cost-savings or increases based on the
renewable energy content of the selected rate option.

Within District's service area, the Clean Power Alliance was formed to administer the local
community choice aggregation program. The Clean Power Alliance is a joint powers authority
made up of 31 public agencies across Los Angeles and Ventura Counties, including the
County of Los Angeles, City of Agoura Hills and City of Calabasas. The District has SCE
service accounts in each of these jurisdictions, allowing participation in energy rate options
offered by the Clean Power Alliance within those jurisdictions.

The initial program offering from the Clean Power Alliance begins on June 25, 2018 and is
available for commercial and industrial accounts in the unincorporated areas of Los Angeles
County. The SCE account for the Tapia Water Reclamation Facility was identified by the
Clean Power Alliance to automatically transition to a Clean Power Alliance rate option unless
the District opts out. Additionally, thirteen other District SCE accounts in the unincorporated
area will eventually transition to Clean Power Alliance rate options.

At this time, staff proposes that the District opt out of the Clean Power Alliance rate options,
pending a more thorough analysis of the potential impacts to the District's existing and planned
power arrangements with SCE. Specifically, staff is seeking assurances that participation in
the community choice aggregation program will not jeopardize any of the following:

e The District's existing 1.0 MW solar power purchase agreement.

e The proposed SCE rebate and incentive for the Process Air Improvements Project at the
Tapia Water Reclamation Facility.

e The proposed participation in the Renewable Self-Generation Bill Credit Transfer (RES-
BCT) rate tariff for expansion of the existing solar facility.

Staff met with a representative from the Clean Power Alliance on June 5, 2018 to discuss
these issues, which make the decision to participate in the community choice aggregation
program more complex than for a typical SCE customer. Based on the discussion, the Clean
Power Alliance representative concurred with District staff that it would be prudent to opt out of
the community choice aggregation program untii SCE and the Clean Power Alliance can
definitively address the District's potential concerns. Once more information is available, the
District can then enroll in the program.

To maintain status quo operations for energy purchases, staff opted out of the community

choice aggregation program offered through the Clean Power Alliance for SCE Service
Account No. 3000436856 (Tapia Water Reclamation Facility). Staff will continue to evaluate
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this opportunity for potential future participation.

GOALS:

Ensure Effective Utilization of the Public's Assets and Money

Prepared by: Doug Anders, Administrative Services Coordinator

ATTACHMENTS:

Clean Power Alliance Fact Sheet
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CLEAN
POWER
ALLIANCE

Clean Renewable €nergy
at Competitive Rates

Starting June 25th, 2018, the Clean Power Alliance will become your energy
partner by providing electricity procurement services for businesses in your
area, leveraging the combined purchasing power of our member agencies to
offer clean renewable energy for less than you're paying now.

Who are we?

Clean Power Alliance is a nonprofit entity, formed through a Joint Powers Authority (JPA) made up
of 31 public agencies across Los Angeles and Ventura counties. Locally governed by the members
and staffed by a team of industry experts, Clean Power Alliance is actively assembling a portfolio of

energy resources that reduces costs and provides renewable energy opportunities - and best of all
you have choices.

How does it work?

Clean Power Alliance works like other agencies of its type in California, assembling a renewable
energy portfolio from the open market and delivering via Southern California Edison (SCE) who is
paid to deliver power to your business, handle billing, and resolve service issues.

source delivery customer
\/ \ \/
Clean Power SCE You
Alliance
buying electricity supply delivering energy, maintaining benefitting from affordable rates,
lines, billing customers more choices, cleaner energy
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Clean Power Alliance currently offers three rate options designed to
suit the diverse needs of our businesses*:

100

36% renewable energy that 50% renewable energy that 100% renewable energy that
is 3% cheaper than Southern costs on average 2-3% less than is at least 5% more affordable
California Edison’s base rates Southern California Edison’s in comparison to Southern

base rates California Edison’s green rate

*Savings estimates are based on 2018 Clean Power Alliance rates relative to SCE rates as of January 2018

The choice is yours!

You will automatically start at the rate chosen by your community, but you have the option to
change your rate at any time. Regardless of the rate you choose, you will soon enjoy the shared

benefits of Clean Power Alliance including stable, competitive rates, cleaner energy, and local
control.

What changes and what stays the same?

SCE delivery & grid reliability Choice of energy providers

SCE billing Competitive pricing

SCE account services Higher renewable content

SCE rebates & incentives Lower greenhouse gas emissions

Call SCE to start or stop service Local management & control

Receive one bill each month Shape future incentives & programs

Have questions?
Visit www.cleanpoweralliance.org
Contact us at customerservice@cleanpoweralliance.org
or 888-585-3788
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